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White Bullet whitebullet )
About Us F-F(]

What? {#f+4?
Detect and demonetise illegal sites/apps

ZIMAEERMYS / APP, ITTHETIMFER
How? R0{aJfef?

We stop ad revenue to illegal sites and apps

BRER R RIS FI R AR SUIA

Why? B{tA?
We protect brands

PRIF A

90% of illegal sites are ad funded and highly dynamic
90%RYAEEMEELAT SURARE, MEREREISHE
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The Problem |a)gk
Complexity EZ&t4

Highly dynamic ecosystem (75% churn)
BENSHNES (BFRRKEERT5%)
Dynamic domains m7&1E43:

= e.g. Eb¥l www.cartooncrazy.net

= wwl.cartooncrazy.net
= ww2 etc E5

Millions of infringing/ illegal URLs created
daily

BREHB S MEN / IEEURL

Limited transparency for brands

T mEki, EHESR
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Cloud-based hosting = mirrors, redirects, domain

hopping

~IEE = =R BEEm. SRk

Temporary/ time sensitive social media posts:

mETIE / B SN AR T

HEALTHERRINEWS |

'l'l'm [ 3 '\'» ) ‘:'..: 0O

[ oo o Ty e (o

=
Can Of Coconut Milk Recipes

Healthfirstnews.com URL during Chelsea v Fulham 2 Dec 2018
with display ads visible

Same URL immediately after Chelsea v Fulham match had finished
with display ads visible


http://www.cartooncrazy.net/

Ads on IP Infringing Websites {21 /ut_FRY 25 white bulleb
Brands & Malware FRhe5 240 4

= Filled in milliseconds JL
SER[EFNE
= |nadvertent TE AT

= 75%+ ads are brands
...the rest Malyvare

75%+ ] 53K E fmhE,
' St il |\

Source: White Bullet, 2019
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Fake Ads B &

Fraud & Click Farming BMVESRIRE

R IR IR RIRFHRHNNRNNX*
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i oted The #1 EASIEST

: SYSTEM EVER For

E W HNM NN W NN NN
|
I
;

Achieving Success
In An Online Business

N -

Please install Media Player
HD to continue (required)

- Watch HD movies online

See details User license Agreement

TS,

whitebullet

» $ Placement; $$ Extortion

$$ MR

- Support for full screen mode with multiple monitors u M a|Ware adware S pyware y

- Bug fixes and security enhancements h |S h | n

, click generation %

:‘iMfF F‘ K. EIERERS

Updating takes under a minute
e Updat &y
No restart is required paate @ N ,“\ L]

27
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Please install Flash Player HD to continue

« WGk HD moves endne » HD video perfomance wath hardware ace
« Suppod for il streen made with multhple monnoars
w . M | .. o M | 1% -

cahancemer

deralbon o ae

=0

INSTALL LATER
INSTALL




Scale Of The Problem [B)&E white buIIeD

Ad Data Insight Last 6 Months 2019: EU Top 5000 IP Infringing URLS
2019 I RN AR SEIRLE . ERERSRARIS000 M URL

EU: IP infringing websites carry reputable ads

BREE : (RNWuE S BRI mE &

® Major Brands Kfah& } 39% Branded Ad Campaigns
39%=2mhE Skl

Other Brands Efthfak&
® Sponsored Content Boxes S2#4Hf]
» Bl tifiable Brands Foi%#RIA0
IS

Sources: White Bullet, 2019

Apps have even more premium ads

ZoINAFEEEEZMRmELT S
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Scale Of The Problem [B]RRF}f&E white bulleb

Ad Data Insight Last 6 Months 2019: EU Top 5000 IP Infring;zin%URLs
20195 AT BRI S8UEILE . RREREARIS000MRILURL

Est. Ad Impressions v Unique Brands Unigue Ad Intermediaries

125,960,647 393 1,050
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In-App Advertising iz
Higher Profile Brands S%1%3.

A=

Zippyshare.com
(website)

=
‘zippyshare
Uptaad Fles | FAQ | Uplead Teok | Owr Blog | Comtnt v

You Rave requested the fije: -

Name: Lady Gags - Boom Boom . Méey Cyrus me) 00

Stows 836

Upbeaded: 31533004 21116
domntoed: 13113018 2233

iy
aom@ooon .

|

Play Now

Sebet Languager  Enghen W

2) Coch e St Gt St 4o 1 i the . Vi wil ow e ¥ T Pupvemn Bt A  wghe S ' 500 W
iy = ¥ ot P vyt
3) Ahar 3 bt ety Y e 8 s e e (e ot A,
W s S 0 . o S, g, o o7 s € e W
0 0 ot s B

oot g e, e s o B 0

© 30003917 Dipprshare. som. AR righis reerved.
Tasia Ane Sanins | BREA Petn
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(app)

10:15 & 0D & &

B

"zippyshare

Ubentfion | FAG | pheed Dok | Our vy Comtern by

et e P g g s i) il sk e e P ) 2y

rpredem g Do b e 4

P AR G WO . Pl IR 303 P SR e wot 1hmsd T

woteetnan

o Nt I e e 2

whitebullet )

com.zippyshare.search.free




Scale Of The Problem |B]RREIE whitebulleb

Ad Data Insight Last 6 Months 2019: EU Top 5000 IP Infring;zin%URLs
2019 I XN BRI SRS EREBERARIS000MRALURL

B Gambling & Lotteries 8%

Arts & Entertainment 7RIz /& : demog_raphic Of_,\_NebSite useri,
L (behavioural) i FAYABHSIIE
Technology & Computing ¥ R 51+5E (ii'yg)

Shopping 34

| Fi WL '
m Personal Finance /™ A\ I2Jit = contextual analyS|S of web content

m Al Other Eifth (e.g. sports piracy) MUSRBHSIES
tr (Lban, #ERRIFSBEHAR)
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Digital Ad Ecosystem #8{=] ARG whitebullet
Multiple Parties In Ad Supply Chain | &M% 5

Ad Exchange
3z S & Ll —k 72
X Reserved space? FiEEZSA)? SSP EH¥a ["&83% = DSP £ ¥ESH

v Recognised user (cookie)? IRBIFEF? :'a, p N &
V' Openmakets FHTHIE? g J 5 Ly ®
/ \ EELEEE 100%

Ad Exchange
P SZ & -
?flaé"g)‘:' = r?ﬁ;é Brand/Agency/Network
N & e N

$ ®
Ad Exchan e\
2 DSP 24

Ba
SSPEATE [ERBEA
££ 40% g P &
Ad Server [T &SiRSES

\ )
R —. e e R -
£££ 60% g
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Digital Advertising Ecosystem

HF SE=SE SR

Huge Values At Volume iZEHI

= ANME

© 2019 White Bullet

=$$$

x100s of millions
of page views = $$3$
x 100s HEA ;R

Payments per 1000 views/ + per action

BT RNEE / +_EE

I S321T

t

HNEE
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Identifying The Problem 125!|a)&R white buIIeD
Malware And Pixel Stuffing "R GFIEZ=IET

41

Engage in
ad fraud
NETHH
VE

x1000

Source: White Bullet, 2016

'I .t
I
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Compliance Programmes &#iitxl white buIIeD

Regulatlon Enforcement & Voluntary Initiatives

ik HUESEETH

GAMBLINGSEE s CTYcloNpon | &%
COMMISSION %% POLICE :(:‘)rtf?gerttyl §

WIPO

WORLD
INTELLECTUAL PROPERTY
ORGANIZATION

EGBA | gu:r; a1Can 1g\ ‘

LZ  »
S . X
*

European Commission

i= ==
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EU MOU on Advertising and IPR .
[YNEED S = S ) w"FW%FEI’Jv}{% B whltebulleD

Progress HE

= Fall in premium brand ads {tERHES &
TBE

= Fall in some gambling sector ads 85> &

-~ — A -
— = Next? RFE{T5E1?
— = Focus on non-premium brands X;E{ft/&A

S mhEaT iL,wbE’J)“ =]
European CoOmmISSION . accecs vaue of ads 24

= Ad companies | 525
= Programmatic filtering ¥2F133E
= Blocking ad renders =g &8
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Compliance: Risk Profiling §#: XIF&OHT whitebulleb

Filters High Risk Websites and Apps i3 &= XL& M50 5 BB

BRAND, AGENCY or DSP AD EXCHANGE WEBPAGE OR APP
High Risk Score

) X -~
™® - - {; — . |3
@ < >
@l = Low Risk Score GE
=
1. Ad space buyers use 2. Ad exchange checks each 3. White Bullet risk scores 4. Pirate websites/apps
exchange to broker ad ad space against White for URLs/ apps inform receive no ads / ad
placement by requesting Bullet risk index for existing decision: either bid for ad revenues, whilst safe
bids on URLs or app pages score or predictive score, space or reject bidding call websites/ apps grow
before making bid revenues

AD DELIVERABLE FLOW
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Compliance: Brand Auditing &8l: GREEE whitebuIIeD

Identifies Misplaced Ads & Who Misplaced 1RBISERIGHEIN S AR E IS IE

AFFILIATE MARKETER

or AD BROKER WEBPAGE OR APP

High Risk Score white bullet)
‘__ . A - B oy
. ] =
Low Risk Score ;. 5
BRAND
T™M® < > |
1. Brand’s ads are placed by 2. White Bullet’s @ 3. Brand accesses reports via Ul: which
affiliates or ad companies technology identifies ads, when placed, by whom, images,
on various URLS and apps brand’s ads on high risk screenshots

websites/ apps

4. Brand stops payments
with affiliate/ ad broker or
terminates contracts
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Questions? |A)&

peter.szyszko@white-bullet.com
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