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The Role of Law Enforcement in the Effective
Protection of Copyright Online and Offline

MiETE éﬁJ:&ﬁ'Fﬁ x&(%?FH&WEI’.‘M’EFH

» Legislative requirements - international obligations, e.g..
TRIPS - Art61  MLGEBEKR——EFRNSS, Hlal: (SBRZBBRAIFR= X
E) BT —FFAUE:

» criminal procedures and penalties to be applied at least in cases of willful trademark counterfeiting or copyright
piracy on a commercial scale. ZkRMMEREEFFUETINZE/ MER TR AR ER R EminaESiRE= M.

> Deterrent remedies 22l EVEAERRIRSF

« Budapest Convention on Cybercrime (64 ratifications) Article 10 - Offences
related to infringements of copyright and related rights: {fmX{mETMZZIE
FERZA) (64T ExE) F15% RILBENEABRFIRIITA:

» Criminal liability at least where WPPT/CT infringing acts are committed wilfully, on a commercial scale and by means

of a computer system FISETHEMERATHEN. EElAlE. FEIBERARFZNSEWPPT/CTHEURRITA.

@IFPI_org



@IFPI_org

The Role of Law Enforcement in the Effective
Protection of Copyright Online and Offline

HiETE éiJ:&ﬁ'Fﬁ xﬁlﬁ?}:‘ﬂﬁﬂﬂ’.ﬂ’ﬁﬁﬁ

Thresholds for criminal procedures an lties in domestic | arison of
El,kggpean and Chinese a%proaches%,glglm% l§' P E D] ‘Ié\]% ——&, l% A

EU situation overview: RRMIBRIL AT

> In most EU Member States there a/re notforgnal threshol Uélrmen_ts LAL%IE‘%EI’J%U
minimum of files infringe es profits etc, £+ nE, LER

5 HhEK, tlmx?l‘wﬁ&%p BHIARE, MEA 1e£<ﬁ\7fﬁ“£$ '

» Legal basis for criminal llablllt for mfrm ements of the makm available right and
cireumvention of TPMs availgble in most EU Membey States (WPPT requirement!)

g';ﬁ%% Egb\lmﬁ&ﬁl}ﬁzw&m{ *RLJ\&%LJ_TPMS e EE’J%@W =Y (WPP

> EU conﬂrmatﬁ)tn of llak%mt LofDOnJlgnlei\/lCoEtent’)t Sharm SDeSr\l\//IICS Protvlders Aé;}”.ld 7.of t
in the Single Digi ar irectjv irecti TEJ :I:
g O D ey (ST LDk e i ) Hogs
JEL evel harmonisation in terms of criminal liability to date 125 /3 1EERREE EHAR
|IS={EHITHR—E
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The Role of Law Enforcement in the Effective
Protection of Copyright Online and Offline

HiETESe £ NS T E B IRIPIRIXAVER
SRR AR R ORI M~ — N G REIRIEER o o oS approaches

China; 2011 Opinion of the Supreme People's Court, the Supreme People's Procuratorate and
¢

’g\. Minilsgy of %Jblic Se_curi{tp]/ oln fS.everal IsstuefsI otf tﬁ\e @prflbcationtofR.am mEF%rgl_lQ N
riminal Cases Concerning the Infringement of Intellectual Property Rights | B JZNTR
s RS ~ oo o1 1 A PO (e T I A R P A e Tl
B EER (AR = A

Article 13 The conviction and pupishment standard for the acts of disseminating infringing,.
works Vi information Network 35-+=2 S TBh 1 MLk R Rt S SR
HjeX

> Discussion of its application in practice in music infringement cases MAFES RENFEH

hRORI PR 16 TS
> Discussion of plans for and opportunities for a review of the 2011 Opinion Bt {EW) &1T
N RGRTRE Rkl 1516
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The Role of Law Enforcement in the Effective
Protection of Copyright Online and Offline

MiETE éﬂ:&ﬁﬂ‘ﬁ x&(%?FH&WEIM’EFH

Article 13 The convictj n an punlsh ent sta rd for the acts of diss m| infringing works via
information Network 9’* = 21’Enn17§:'1 JETEN I}'ﬁ E‘IQJ

Dissemination for the purpose of makmg profit of other’s literary works, music, films, television programs, painting
works, photographic works video works, audio visual products, computer software or other works to the ubI|c
W|thout copyright owners’ permission in ‘the resence of any of the foI OWI condltlgn shall be deemed as ot

serlous circumstances” under Article 217 oft e Crmg | Law: L/ = 45
%@E%@ég R KJEMi\ nﬁ:gé;m‘?ém%&ﬁ

1. The amount of illegal operation is more than RMB 50,000 yuan; IE AL E3EET HcbALERY;

2. The number of disseminated works is more than 500 copies; (EIB B A ERBBES1TTERERE (38) LALRY;

3. Thenumber of actual clicks on the disseminated works is more than 50,000; {&#&{tE A{FaRHYSCRRE mRaa2iuX
2L

4. The number of re ster_% members is more than 1 in the case fd|%semination by the membership

method: U BRIt R R B S e SR A SR

5. Over half of the standards specified i in,; t least two of the above four items are reached, thou noneo
e above four standards is reached; ZY &N & E = 5& % (—) ImZzZE (M) Lf'jﬂrl E, BoBhA
3l e e o A LN o

6. Other serious circumstances. EftF RS RIS,
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IFPI Investigative Framework
IFPIREESR

WWW.

Money S

DL TA
LWL r2

Advertising I &

Payment Facilities 27 T &
Subscribers 1] EAF

Other money flows BftiEER5]

Infrastructure  =———

e =2 hiphedilis

Servers Information IREZEE
Domain Name Information 12582
SSL Certificates SSLUF#H

Technical Reports A 1+

Content Available 1R E
Pre-release &1T8i

VO[Ume IIEI\E
Frequency SR

EXposure — =)

P

Social Media #T3ZEK
Search visibility $Z=0] W14
Marketing T3 &
Applications Nz



IFPI Content Protection Process

IFPINAERIFIER

5000 o) Yaa

Notice & takedown forms the The Anti-Piracy team carry out Based on the inmvestigaticons Anti-Piracy & Legal will discuss
foundation of escalations. Thes thorough investigations and cacrried out, the Anti-Piracy team the case at the escalation
includes data such as first seens sumMmmMmary eviden<e collection to - will start to <reate a case file and meeting. Potential enforcerment /
and pre-release content, Initial ascertain the Who, What, Where, . summary briefing including litigation targets are dentified
evidence is collected at this point How and Why. Minor disruption relevant puresdiction, scale and and disruption strategies
actions may also be taken. infrastructure cuthned. Case lead assigned.

SCANNING INVESTIGATION CASE FILE

Q@

CRIMINAL

ENFORCEMENT (‘@\_ [
~—

CASE MEETING

l The operator of the site may
recave a communscation outsioe

The evidential case file is reviewed § The cdisruption / action strategy

and threat asse<ssed. If significanmt ,‘_—f*‘ is put imo place. They range -; > of the normal NTD
changes 1o the evidence have I ffom ISP IP and domain actions | correspondence. This may include
occured then this will be to actions concerning a warming letter or a more formal
refreshed. Now intelibgence will advertisang, payment proviseons cease & dosist notice.
C 'VI L also be assessed ancd added to the and other intermediarnes.

LITIGATION
CASE REVIEW DISRUPTION COMMS
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IFPI Content Protection Process

IFPIRIAFRIPIER
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IFPI Liaison with Law Enforcement - best practices

IFPISHAESR IS {E——R{E3EEs

% surl)rg Good Communication between LEA and right holders fffRHGESISINFIA ZERY

« A Single-Point-Of-Contact (SPOC) assists with the sharing of intelligence and evidence. BERELER (SPOC) BEIF &k
FHEERID =

- Tiered Objectives D EB#R

« Site closure is important. Results can be achieved through LEA disruption, not always custodial solutions. J[ARu41R

BE, BirALUBIHRESD RS IESSI, MARERKELERISI.

- Clear Submission Process BRfiiRAIERF
 Having a clear and direct submission process for right holders. J9tFI A #lIE E1% B RRIIR A IERF.

- Training with right holders' participation Z{TINFIASEEHPAIES)I
« Holding events, both internal and external, to update LEA on new threats and investigative techniques. %47

P\JﬁB&G’I*ﬁB% SruEill, LAERGRIESR IR T fERIENXSFTEE RN,



European
Criminal Music

Copyright

Infringement Case

Examples
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Case Example ZEfjl- Nofile.io

HETZNER

ONLINE —

I Nofile rehost on Hetzner

Nofile?EHetzner F EESTEESs 10 Registry suspends

OVH removes hosting

OVHpsIEE .|oiiﬂ%?l,%a$£4$i%ﬁ
WaovH === @) NoFile.io
I RIAA request site * ©Om users per day
RIAA%%%?%WH + HRF60073

[ Content Protection J
AS{RP

IFPI request PIPCU PIPCU liaises with .10
assifr?w%?nw'th registry to suspend domain
_dc PIPCUS IO A IEBAERE
IFPRESKPIPCUMD | éa ) cITY.. LONDON IlZiJZ
Investigation d,— Content Protection ‘ POLICE -
[Q e } ‘_[ ifpi oot J AT

« Case involving high risk pre-release mu5|c 1Z=|<: ShEXENEEATHE R
Transnational - DE, FR, UK & US IBE- EE. £E. ZEFIZEE
« |FPI coordinated case IFPIﬁf’r}JUE_IE’J*ﬁ:

12



Case ExampleZfjll- Xclusivejams

« Case involving pre-release musicizZi4 RS &1THIE <
« Transnational - UK & Romania I&E-HEFIZ 2 BT
« |FPI assisted throughout case IFPI&TEITBEE 2=

Romanian
National
Case File
£ sgvg las
= = Cifpi = - 9
ISP discloses IFPI obtains SUSp?Ct
i | l Location
ubscri _er ISP disclosure |dentified
Information IFPIZE{EISPHEE= Eﬁﬁeﬂ%?;éiﬂﬁ
ISPIE PSS DO - ’ O R
Investigation Evidence & Court Date
e Statements FRERHA
WHERRIA
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Case ExampleZf{jll- Operation I0S

Regulatory
Action

HETT5]

/ N

lfpl ) ’ ) NCA m) =suUrR~—POoL EC3

National Crime Agency — [lwmwe

Submission Submitting Coordination

G
Document AEg_Sncy
SRR R
Enforcement
Action
AN BE)

« Submission of infringing domains both piracy and counterfeiting 1232 iSESHRFIERERIRZEE.
« |IFPI submits to local LEA. IFPIR344 2L EA.,

« Regional LEA then submits to Europol for dissemination XigLEA3ZZEHEuropoli#F{7531K,

« Local LEA then actions as appropriate. it EAKEIE 21516,

¢ 30,000 domains removed in I0S X TEIOS X R T 30,0001 5,



Best Practices in the Engagement of Intermediaries by
right holders and/or Law Enforcement Authorities

WﬂAﬂ]/ sk:EER ERREIES SHRREIENE

Internet Access Providers Stop and Prevent copyright

o Infringements
EEARIE AR 0 n
AdvertlsersE(e g. via IWLs) FLEFHPELLSICARIY

= (flan, @EgIwL)

Domain Name Registrars “Know your Customer

{2 A REIERT

e YICE SOMICCIS Repeat Infringer Policy

SAHEME EEEIT AR

Hosting providers

o A =i
fD:ErsaﬂE’:FI’?otection Services Transparency and Information
y AR EFfE)

BEFAGRIPARSS
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Exchange of views on copyright right holders’
criminal law enforcement challenges in China

B RIRERNFAERSRNES ﬁﬁﬂﬁﬂﬂﬂl&ﬁt

« Number of criminal copyright law enforcement cases IRINHIEZR{ESE

« Conditions for triggering the transfer of cases from administrative to
criminal law enforcement authorities - pract|cal challenges for right

holders and for PSB/MPS - discussion Z{4M1 Eﬁﬂ,?&%%s& ST E#L,%m
FHIE(E-NFIAFIPSB / MPSHIGEISEFRYEEY——118

« Options for increasing communication between right holders and law

enforcement authorities tNF ASHRESR JZIBII05E 28

* Apps
 Online sales of counterfeit CDs/DVDs ZRERIBEECD/DVDRIEL N E
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