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What we do B[ IR T/{E :

® Online investigations and surveillance on:
X NS EELEE S HE

— E-commerce BBy

— Specific legislations (ex: resale of concerts/sports events
tickets...) BRNERFEA (A . HWER / AEESIIEEIE)

— Black work ( A& (A= ) wbfx
— Telecom (sms, calls, apps...) BB ($5{5. EiF. APP)
— (scams) ( 1F¥s )
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main sources for our investigations

HNNEZREERIR

= Upon complaints/reportings from customers,
companies, other official bodies ...

z2iFZEE. ®ll. HHaFRIRF / 551k

= U

pon own Initiative: specific sectors, specific issues

S&ATEN TR, $TITEIN R
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Special investigation powers 457k AEN :
= Collect all useful information for investigations
WEERTEXAEEHIER

= Demand all necessary information to identify offending traders
R HHAIFS R ZE RSV EER
= Demand and take free copies of all necessary data files

2ok, RESHIFEVEHSIENG
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Special investigation powers $FR1EEN

" Demand all necessary information to identify offending traders = asking
for identification of:

BEXRBEREERZ BRIV EER = WA TIIER
— owners of phone numbers BB1ESEFEE

— owners of bank accounts 17K A
— user of IP addresses (with timestamps) IPi#E3EFF ( FATEE )

— user details on selling platforms, social medias, etc. 3£ &,

AR EICRIRFIFS
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Our powers Bf JHIERTY

" Collaboration with other Belgian official bodies
SHE{GHA I B ESE

" International collaboration with other countries through formal networks
B IETU NS S HAERG(F

" Taking websites down, or making them unavailable through
Belgian ISP’s

B ECA BT B BRI SS TR | MHBREE FFik MG
" Impose administrative fines or pass the file to a prosecutor

ELATEEIREE BRI R
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Internet Investigations BEEMIEE

" Special powers for identification (see above)
FrhRBIN (L)

" OSInt (Open Source Intelligence), amongst others Investigation
on Social Medias

FHRIEIR (OSInt ) |, BERERINEES
" Screening of registered Domain Names (.be)

e (.be)

http://economie.fgov.be
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n B

Social Medias: Mostly Facebook and Instagram
RSN - FEREFacebook5lInstagram

* Facebook pages, profiles and groups

FacebookTufE. AFEEM/NE
— Additional problem: Facebook ads

—  Eftja/R : Facebook/ &
= |[nstagram profiles

Instagram FBFHE3E

http://economie.fgov.be
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= 20% fakes on Instagram fashion posts
(Source: Washington Post study)

Instagram_ERYATEETERNG T , 20% P ERIER
(KIR : (GeESImmER Y VARER )
= Famous influencers often also wear counterfeit goods ...

MZMIEEFRRERMD. .. .

Instagram
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j*\ /=

Creating profiles glJ#Z

J/

1 Allowed to patrol on the internet (Court of Cassation 28 March 2017)

DIFEEMNIKE (&3 EFARE , 2017438280 )

Case: Police accessed an invite-only dark web marketplace to do findings. Court says
patrolling public spaces also includes the internet.

=0 ERENLATRISHIRBNHIZEH THEMERE. EBRAA  MAKTERIKEDEE
XTEERMATKE,

Create profiles, but no credible or provocative ones

BIEZAFESE |, (BEAEE 2R EEEHIHER

# Undercover

# BNEREE

http://economie.fgov.be
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Mystery shopping ##2 BG4
= New competence: mystery shopping
FTEYEE IEK - L E 4D
— But not for counterfeiting & piracy ...
HAEE T HERESERER
= No test purchases
ASETiE
= Private detectives: mystery shopping + test purchases

PSR - LRI + 3\

http://economie.fgov.be
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Identifications 12 E|

Facebook/Instagram: www.facebook.com/records

One year history

—FHSRER

Telephone number, IP address or e-mail address

FEIRSAY. |PHBILERER HEEiL

Since June 2017: no more anonymous SIM cards

H2017F68i#E : ZIEERSIMK

http://economie.fgov.be -m
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facebook

Registreren Aanmelden Messenger

Locaties Over Advertentie aanmaken Pagina aanmaken

Law Enfoncement Online Requests
ELHRIEK

Request Secure Access to the Law Enforcement Online Request System

We disclose account records solely in accordance with our terms of service and applicable law.
If you are a law enforcement agent who is authorized to gather evidence in connection with an official investigation, you may request records from Facebook
through this system.

I am an authorized law enforcement agent and this is an official request

Warning: Reguests to Facebook through this system may be made only by governmental entities authorized to obtain evidence in connection with official legal proceedings pursuant to Title 18
United States Code, Sections 2703 and 2711. Unauthorized requests will be subject to prosecution. By requesting access vou are acknowledging that you are a government official making a
request in offidal capacity. For further infermation please review the Law Enfercement Guidelines.

GSM Wrienden zoeken  Badges  Mensen  Pagina's  Plaatsen Spelletjes

Ontwikkelaars Jobs Privacy Cookies Gebruiksvoorwaarden Help

Facebook © 2015
Nederdands (Belgig)

Nede dands. (Be I gL
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Case study: IP TV ZEMHIEA5 : IPEEHR

' = Cheap tv subscription offers on social media
A 4 SR RN P T AR S
- = Around € 100 for an IP TV box
KODI
—EBEAMEMEZY100BRT
= European Court of Justice: Piracy
BRERABTHIRE © &hR
(C-527/15, 26 April 2017)
(C-527/155 %1 , 20174 )

http://economie.fgov.be
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Ultra HD Smart TV Box

Maakt van iedere TV een Smart TV

Installeer populaire apps, speel games
en stream online uw video en muziek

«EZEEDEEEaRRRuR
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Counterfelt website blocking

B (R S Ruf

Fabrice Bihay
Directorate-General for Economic Inspection
Direction B - Anti-Counterfeiting and Internet watch unit

FEREREF
5B : FJ{ESEEAMMRERE
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Which goods BRLERTER?

Shoes (50% of all consumer complaints)

2R ( HBEERFEI50% )

Clothing and textile

RS

Leather goods

g

Jewelry, watches and accessories
IREEIM. FR. Eimsk

Medical and other physical devices (especially sunglasses)

Errss AN E SRR ( JCEEKPHRE )

http://economie.fgov.be
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SURFACE WEB

STANDARD BROWSING

SOCIAL MEDIA

lllicit commodities,
especially drugs and
counterfeit goods, are
increasingly advertised
and sold on social media
platforms.

searches, using a

~ [@ Child Sexual
Exploitation
Material

m Malware and
cybercriminal

P2P services
Peer-to-peer (P2P)

platforms use clients

running on users devices to —_— icking
allow customers and { earms

vendors to connect directly
with each otheft

DARKNET

standard browser.

Surface web platforms
selling illicit commodities
are often easy to find
using simple internet

MARKETPLACES

Vendors often attempts to hide

illegal goods among legal
products.

f
s 00000

TOR BROWSING

The Darknet is a distributed
anonymous network within
the deep web that can only be
accessed using software such
as TOR, I12P and Freenet.

Surface web / dark web

=RI=M / B

= Counterfeiting = surface
web (consumer web)

BE = REX (HEEBZE

= )

" Dark web = counterfeited
currencies

&M = Rh

Source' Europol SOCTA 2017
IHIZE2B4R201 75 (EXRFAHR

FEEIRS)

be
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Action In Our Sites Eith &1 T5]

- = Started in the US (National Intellectual Property Rights
% Coordination Center)

EEERRE ( Bz XE L )

= Since 2012 “Transatlantic”. Now mainly organised by
EUR—POL Europol, in collaboration with US.

201267/ "BEATEE" . BREEHEMAISERE
LEAIEFR

http://leconomie.fgov.be
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United States ZE[E
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= Mainly private actions by trademarks:

— DMCA notices

FRRRINMEAERRS A

to search engines

SRS AL
S

I N

— “Bulk” private court actions (default judgments)

- "E" BFk

http://economie.fgov.be

RIAERITEN (emssse )

=FRRIGE) ) =R
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hitps://www.google.be/#g=cheap «woolnch+outiet Bstan =20

Woolrich arctic Parka, Woolrich Outlet, Woolrich Parka harren, Woolrich hamburg, Woolrich kinder
Woolrich blizzard, Woolrich Jacken damen. Woolrich Sale

Online Buy Wholesale woolrich parka from China woolrich parka ...

hips //iwww.aliexpress com/w/wholesale-woolnch-parka.himi «

We've also got cheap wool parka cheap woolrich jacket, cheap woolrich arctic parka  You can shop
wholesalke woolrich parka from Chinese woolrich parka

Hidden History of Flint - Page 22 - Google Books Result

hiips.//books google. be/books 71sbn=1439661006

Gary Fiinn - 2017 - Photography

\Whie shopping at the outlet mail in Birch Run in 2008 looked up the list of tenants and was surprised
10 see that Woolrich operated an outlet store at what s

Woolrich Coat Reviews - Online Shopping Woolrich ... - AlIExpress.com

hitps //www. aliexpress com/woolnich-coat_reviews html »

Read Woolrich Coat Reviews and Customer Ratings on woolrich winter jacksts, woolrich coat outlet
Buy Cheap Woolrich Coat Now .. fashion shop center

Scelte Prime woolrich outiet italia Sale Cheap - i.i.s. "carlo ubertini”

www lisubertini itimages/brescia/woolrich-ocutiet-talia-mezh asp v Transkate this page
Pl sconto per comprare il nostro vero woolrich outlet itaka factory Outlet acquisto woolrich outlet
itaka qui al prezzo ped basso. acquist dettati dal panico

In response to a complaint that we received under the US Digital Mitfennium
Copynight Act, we have removed 1 resull(s) from this page. If you wish, you may
read the DMCA complaint that caused the removal(s) at LumenDatabase.org

Searches related to cheap woolrich outlet

voolrich sale parka woalrich outiet uk

woolrich outlel store locations woolrich factory outict store locations
woolrnch warehouse sale 2017 woolrich sale uk

woolrnch home blanket

<« Goooo00o«

Previous 123 4686

woolnch clearance

yooogle >

8 Next

@ i f i | Use precise locaton - Leam more

Send feedback Privacy Terms

Q al e
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O | & Veilig | hitps, weaw lumendatabase.org/motices/ 13544501 B &

@ I umen Search Topics Report a Demanid Blog About Research
Q Search all notices... Go -~

DMCA (Copyright) Complaint to Google

SENDER RECIPIENT SUBMITTER

Woalrich Google Inc Google Inc
[Private] [Private]
e UG Mountain View, CA, 94043, US

SUBMITTER PRINCIPAL

Re: Unknown
SENT VIA: UNENOWHN

NOTICE TYPE: DMCA
Copyright claim #1
KIND OF WORK: Unspecified
DESCRIPTION The URL'S listed below are abusing Weolrich brands through the use of copyrighted images and logos, which are

used to promote counterfeit goods. These sites are not authorized to sell Woolrich goods or use any of the
copyrighted images. | have a good faith belief that the information specified above is nat permitted by applicable
law, | swear, under penalty of perjury, that the information in this notification is accurate, Sincerely, lvor Kisberg,

ORIGINAL URLS: httpufwww.woolrich.comfwoolrich/browse/men-coats-jackets-parkas-for-men/_/N-7 zf
http:/fwww.woolrich.comiwoolrich/browsefwomen-coats-jackets-parkas-for-women/_/N-803
httpffwww.woolrich.comiwoolrich/browse/men-shirts-for-mens_iN-84j
httpuffww.woolrich.comiwoalrichfbrowse/women-shirts-for-women/_/N-83z

http:/fwww.woolrich.comfwoolrich/browse/men-pants-far-men/_IN-7zb

= B o ®
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& GREERBURNS 5 CRAIN

WARNING: Website Shut Down!

The online store that formerly used this domain has been disabled, pursuant to a U.S.
federal court order, for the sale of products bearing counterfeit trademarks.

To purchase authentic products,

This domain was previously held for the sale of alleged counterfeit Ray-Ban and Oakley
products. Control of this domain has been transferred to Luxottica Group S.p.A. ["Luxottica™),
owner of the Oakley and Ray-Ban brands, pursuant to a temporary court order. Luxottica took
this action to protect its brands and consumers from wunknowingly purchasing counterfeit
products,

Refund Information

We recommend that you contact your payment
provider to obtain a refund.

Method of Payment:

Motice to Defendants

Luxottica Group S.p.A. and Oakley, Inc. v. The

FS? r___@ '@: "E._a"@. nin .




OPERATION IN OUR SITES VII
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Statistics In Our Sites &A1t

Year &y Total 21T Belgium ELFIAY
2019 |OS X 30506 990
2018 |OS IX 33654 1140
2017 |OS VIlI 20520 3322
2016 |OS VI 4580 2995
2015 |OS VI 999 411
2014 |IOS V 292 154
|OS IV 188 71
2013 |OS Il 690 261

1OS | 328 79

http://economie.fgov.be
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Process ifE

*" Trademark holders can send domains to Europol via their
national contact point

" EIMNFIA BT LB EZREAE A B IR A RUMFH Z 4R 2R

= Europol distributes domains to their respective countries

= RUMHZE RS R D ECLE XTI M E 2K

= Belgium: .be (DNS Belgium) and .eu (EURId)
FERIRT © .be (EERIRTIEEZRSE ) F.eu ( BRERIE =i EMETE
ity )

http://economie.fgov.be
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Hosting takedown: Try to take down the content (= the
server) IEEMER : REMIRAZE ( = RFZF[AT )

"= Not many webhosting companies in Belgium (EU: The
Netherlands, France, Sweden, ...)

" LERIRTRIMSAEERAZ (B8R @ =, ZE. In#.....)
" E-commerce directive (liability exemption for hosting)
" BfAESES (rE=Eak)

-~ “Bulletproof hosting” “BEsez" F£&=

— Anonymous EH

— Cloud hosting =1E&
— Difficult jurisdictions EEEIERELIRE

http://economie.fgov.be
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E-commerce directive B35S

= Article 14 Hostin 1455 IEE RS

1. Where an information society service is provided that consists of the storage of information provided by a recipient of the service,
Member States shall ensure that the service provider is not liable for the information stored at the request of a recipient of the

service, on condition that

HREIMSERIRS BREFHARSEZERENER | MRENSHRIESREEFERERS ZEZEEXRFEEEMFRIEST

4R

(a) the provider does not have actual knowledge of illegal activity or information and, as regards claims for damages, is not
aware of facts or circumstances from which the illegal activity or information is apparent; or

RS RAEXEZBNHEBAHMIE | AFRERENS | BUHENEAFEE RN ENHE L EENELHE BERAAME ; 5E
(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable access to the
information.
RUABREZFEXIERZE  EBIRTHEHXER | HEELLEMASRGZER.

2. Paragraph 1 shall not apply when the recipient of the service is acting under the authority or the control of the provider.

RS EZ BRI TIERUBRIRNE =S THITRY | NERAFEEB 1.

3. This Article shall not affect the possibility for a court or administrative authority, in accordance with Member States' legal systems, of

requiring the service provider to terminate or prevent an infringement, nor does it affect the possibility for Member States of
establishing procedures governing the removal or disabling of access to information.

AR ST R SRR R E SR | BRBSISUERI P SETHEAUTH | RN R S EER s aL EE5E
TR,
be

http://economie.fgov.be
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——

Website blocking R B

Difficulty YEE Easy & Time consuming +
Paperwork #ERT + 34 T{E
Legal basis jEfRKIE Terms & Conditions Criminal procedure law
registry (or ICANN) (BE: public prosecutor)
EMSEEK (EICANND  FISIRIAE (EERIAET @ &
IFA)
What? {f{t+4 ? Only takedowns Investigations
0%[55 UEE=]
Time frame =AY/ 14 days (.be & .eu) Immediately
14K ( .befl.eu ) 3ZA0
Proof required EEEIHE ? No & Yes &2

http://economie.fgov.be

+/-

Terms & Conditions +
protocol with registry

TERRSREA+ 17X

Only takedowns

(SRR

Immediately
Azl

Yes &2
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Administrative 171K

= Easy: fast + no paperwork &8 : PRER+FTIET(E
= Contact details check according to the T&C’s of the registry

(based on the ICANN rules)

" ARIEEM SRR ERL R ANIERS (2FIcANNGT) )

= 14 days for .be and .eu

beF.euldfZEE14K

—Fast-track for phishing : immediately $TTH5$98 ML 2 2R

. BPES4E

= No banner/redirect option F5iENNENSE / E

http://economie.fgov.be
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Terms & Conditions .be EYF|BT.beld#2 5558

" Article 8 b) As regards the quality control of the WHOIS database and the domain name system, DNS

Belgium may conduct checks regarding the accuracy of the data referred to in Article 7, either on its
own initiative, or following a complaint from a third party or the government. Registrants shall be
required to cooperate actively in such checks and must share the necessary documents in support of
the correctness of the data referred to in Article 7. If DNS Belgium has serious doubts about the
accuracy of the registrant’s contact data, it may suspend the domain name concerned (= disable it) and
then initiate an infringement procedure pursuant to Article 3.d.

= ZE8b)% : AWHOISEUEZEFES %éﬁ:ff\g IERY , ECRIRTIER R A B AR RRISE =5 ST
e MR 7FRMAVESIRERIEHTIOE., iEMANMRKESIRE , KR ZRRFEXY |, U7
NHEE SR, NREAIRTER %éﬁiﬂ“&ﬂﬂ/\ﬂf?ﬁuﬁﬁm'TE#EFEE'W%% , AILIESTERIER ( =
ZR) | FHKIEES AFEMER RN IERER.

http://economie.fgov.be -m
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Criminal law Fi%
= Time consuming + paperwork AT+ 34T E

— Not for “bulk cases” NE&F "Ht=Z=H1"

= Demand (with proof) to public prosecutor EE ( BiHE ) BRNIFA

— Order based on criminal procedure law (criminal investigation) EFHIZEFIAIEHIAS

< (H=EE)
— Seizure or access blocking (ISP’s) Efai& i ( BEAMIRS IR )
" Immediate + banner/redirect option BIET 4+ B LINTETE / EEXER

http://economie.fgov.be
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P& economie

‘ = . = calvinklenbelgium.be P-SCX § 2 This domain name has bee...

jlg P= economie

/4-
Operation In Our Sites
Project TransAtlantic V / Project Cyber Monday V

Operation In Our Sites-Project TransAtlantic V is a coordinated effort by
U.S. and European law enforcement agencies targeting websites and
their operators that sell counterfeit goods.

E \‘% I%‘}‘ﬂh‘: : ‘.—» R ! e 1,«1]5):14 ’
http://leconomie.fgov.be -m
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'S*cphge

€ B0 eprebae ¢ |[Q zeter “E 9 440 Q- =

U wordt naar deze stoppagmsa doorverwezen omdat de website die u tracht te bezoeken inhoud aanbiedt die door de Belgische wetgeving als dllegaal wordt aanzien.
Indien u beheerder of eigenaar van deze website beat en u meent dat deze maatregel ten onrechte is genomen, kan u een fax sturen op het nummer +32(0)2/733.56.16

Vous venez d'étre redinige vers cette page. Le site que vous essayez de consuker contient des informations liégales au regard de la législation belge.
Si vous étes gestionnaire ou propriétaire de ce site web et si vous pensez que cette mesure a ét¢é prise a tort, vous pouvez toujours envoyer un fax an menéro +32(0)2/733.56.16.

Sie wurden auf diese Seite weitergeleitet! Die Seite, die Sie versuchen aufrurufen enthak, gemaB der belgischen Gesetzgebung, verbotene Inhalte.
Solken Sie als Verantwortiicher oder Besitzer der Webseite mit cheser MaBnahme nacht emverstanden sem, schicken Sie ein Fax an die Nummer ~32(0)2/733.56.16

You have been redirected to this stop page because the website you are trymg to visit offers coatent that is considered dlegal according to Belgian legislation
If you are the owner or admimstrator of this website and you consider to be wrongly redirected, you can report this by fax at +32(0)2/733.56.16.

W fedicls be a@®» 0

http://economie.fgov.be -m
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“Third way”: notice & takedown
"EDIRER L ERIFRER

= Also based on T&C’s combined with a registry
protocol, or a specific law

WLUEMSEFNANIE | FEa TN EERNES
= Big question: who's responsible / liable?
=0« RS / BRiEEIESRE ?

— + appeal procedure EIFfERF
= F.e. UK (PIPCU) together with Nominet (.uk)

tean , SeERNRFRECIRmEER ] ( PIPCU ) S5eEEZ MR ( Nominet )
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Are you the victim of misleading practices, fraud or swindle? Or have your rights as a consumer or enterprise not been respected?

Then choose the scenario that matches your problem and follow the various steps to report your problem to the competent services.

You will always receive a reply in which we will try to provide an answer to your questions.

The competent services will analyse your report and may carry out an investigation. They do not take any action in your individual dispute, nor do they provide any information
concerning the investigation. For your individual problem, we exclusively refer to the reply that will be sent to you.

[ | agree with the terms of use

New complaint >

Adapt an existing complaint -

Commission d'éthique

Doour e L DM a0

S
@

o
]
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Eeconomle .u ’ Our partners
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New challenges for
takedowns & other options

fifll B A FL i Lix
= [N ;SR 2 30 s
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Other options? E{t#5kEln ?

= Hosting takedowns {E& kR

- Location, “bulletproof hosting” &t a]5H , "FHEIEE" o)X
Closing payment methods XZ> (AT,
= Cut advertising revenue Y SIS
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Counterfeit chargebacks [ERE1EFX
= Chargeback when paid with credit card (Visa & Master

Card) or PayPal (Buyer Protection)

{ERE

ISR ( SEXRFIFHLH )

= All consumers informed about these possibilities for
counterfeit complaints

EEANY

5iHZENBHEXR

http://economie.fgov.be

IR (HFR. BZF

AT )

=

B PayPalsz{JRIATE
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Blocking merchants il

=

= Canada: “Project Chargeback”
MEX . "Bt

(Canadian Anti-Fraud Centre, CAFC) ( IIEZ K EEFL) )

= |JACC: RogueBlock program
F|fr={EREELER : RogueBlockitil)

(International AntiCounterfeiting Coalition)
— Since 01/2012: 5000+ merchants M20125F1HFFE : 5000+FF

http://leconomie.fgov.be


http://economie.fgov.be/

~economie

FPS Economy, S.M.E s, Self-employed and Energy

MoU’s European Commission

[Kﬁ%i/_ﬁ%q: ==] Iuv
1. online sales platforms (signed by eBay, Alibaba, ...)
HEAWHEHEYS (&E S EiEeBay. EEEZ)

2. online advertising intermediaries

BEXM STFIEE

3. payment service providers
S ATIRSS TR E

4. transport companies
\_E E‘l'%l}lb
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Questions?

[=1/e

Fabrice Bihay
Inspector Internet Watch Unit EEXRIMNEEIRER S
DG Economic Inspection — FPS Economy

ELFIBIFPS EconomyEIEBS 27 MR AT

brice.bil : o |
+32 2 277 89 03
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