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FRERFEH R EE R

Forms of digital music infringement

B R e ZESHERIE R Eight main forms of infringement in the digital music market

o KRR HIMIZAZIUIRS: Unlicensed video infringement services

o K FHAZ B R A AGUHEAL FE 1) 35 SR Ik 85 Music services spread through interactive chat software and microblog
o REALFINHIMELARS Unlicensed cyber locker

o KRR Z RMEE IS R IER S Unlicensed music websites and music forum services

o RAFRMIRE BN EEAEAEAR S Unlicensed aggregating websites and software services

o REFZAUIML AU Ha 4IRS Unlicensed Internet radio services

o HL TS T & ISR AL 5 R s ARNE B ARV AR £ SR IN A Pirated physical records and illegal music content of USB

flash disk provided through e-commerce platform services

o BIRLHEMEE KRS Intelligent hardware music service
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Forms of digital music infringement
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Forms of digital music infringement
2. F A B IR B A AR AL 75 17 23 Sk ARG Music services spread through interactive

chat software and microblog
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Forms of digital music infringement

3. REFEMMNELR S Unlicensed cyber locker
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Forms of digital music infringement

4, REFZNIIE RS M RIS IERSS Unlicensed music websites and music forum

services
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Forms of digital music infringement

5. BE B AR R 55 (A 30T L 20D Unlicensed aggregating websites

and software services
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£ 0032D0HUTpPoc B fifuckitloveyou Explcitariana DelReylalf.. | & plasticlove cover
plastic love live
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P it love you (Explct) - Error happens 7 L s
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Source: YouTube + Time: / « Bitrate: 192 kbps
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Forms of digital music infringement
6. AL FAI I 25 H & AT H AR S Unlicensed Internet radio services
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Forms of digital music infringement
7. BT RS FE RS RMET B SEARIE 5 A FEE L & SR W% Pirated physical

records and illegal music content of USB flash disk provided through e-commerce platform

services
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Forms of digital music infringement

R EEEEE SR ARSS Intelligent hardware music service
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Explanation of terms in Internet investigation

IPHEHE: fEinternet BT H A S EN, AT XoXEFEH, AMIataFEl
e T —NE T TRk, FRONIPHELE (Internet Protocol Address) . i IP
Bt n) CLVG ) B8 — 6 EAL. IPHIERIREEDN3200, el RRBshi,
FHt# ¥R, FEREFEE N1~254, BSER2Z A HA) SEHF. Ea:

60.31.215.206

211.152.65.112
192.168.1.100
222.73.240.198

AP (Dynamic IP) /E#ZSIP (Static IP)
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Explanation of terms in Internet investigation

2 BREIPHEIE I ICANN (Internet Corporation for Assigned Names and Numbers)
R B 2 5905 - Bohl L S 48— B B4 Be B i .

3|57F‘]/)j‘l‘|: AFRNIC — African Internet Numbers Registry JE 9N B 1G5 A5 y3 A FEAL
/N

TP K: APNIC — Asia Pacific Network Information Center Y. & W 2% 15 &2 510

1 [E] Y f& CNNIC (www.cnnic.net.cn)

jl:*%*:/j ARIN —American Registry for Internet Numbers 3£ ¥ B EBE )Y -5 iy i 4 £
R

fiiZE: LACNIC — Latin American and Caribbean Internet Addresses Registry $ii | =&

N K sy bl X E B ) Ry i A EEAT LA

XXM : RIPENCC —Réseaux IP Européens Network Coordination Center BRI IP &I

X 28 o118
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Explanation of terms in Internet investigation

1,44 (Domain Name) , A UNFERIFR, s2Internet 2 L) — k55 axak—

M RGN T, EER, WA ER R, s BamE—t, Mok
J:l# ﬂz/‘%/\Eﬂ/\lnternetEF')Eﬁ?ﬁé{b@%ﬂﬁiﬂ:ﬂfhIEH@.E’J ﬂjﬁ/jﬁ ﬁ/ﬁﬂ

www.google.com
WWW.Sina.com.ch
www.ccnt.gov.cn
www.net.cn
www.ifpi.org
www.cla.co.uk
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Explanation of terms in Internet investigation

ISP (Internet Service Provider) , HECMIARS &AL, B A A P He 4t 5 B X 2
MNARSS A5 BHRSS IE) A\ AL o

& PN B R JLEKISP:

HE S, PEME. FEBIIE.

ICP (Internet Content Provider) , BRI ANEREMLE, BEliEfitinternet(s 2%
= BN TSRS . Wk, IS,
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Explanation of terms in Internet investigation

DNS (Domain Name Server), #5528 . 1EInternet 1844 51tk 2 [6] /& —
— XY, A BEMET AATEZ, HENLEs 2 8] 2 g8 A HIPHLAE, E:ﬂ

TR % 0 AR RR NI A4 AT ijZ% FERAT e 22 R T A% R T e 55 4 oKk ¢

Ji, DNSHIL A REAT 1A% R T 1 AR 55

A %044 B H R

ok Y i 95T

1 J7 I BIDNS %13 DNS list of Wanwang, a well-known

Internet service provider in China

F—H.

EI%'_Aé :

DNS1.HICHINA.COM DNS2.HICHINA.COM;
DNS5.HICHINA.COM DNS6.HICHINA.COM

=2H: DNS7.HICHINA.COM DNS8.HICHINA.COM;

Y.
CR TR,
FNA

DNS9.HICHINA.COM DNS10.HICHINA.COM;
DNS11.HICHINA.COM DNS12.HICHINA.COM;
DNS13.HICHINA.COM DNS14.HICHINA.COM,
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Explanation of terms in Internet investigation

URL (Uniform Resource Locator) , 4i— &I EN T,

e RATFr UL, B PR+ IR S5 A b+ im O+ B84 F R, Ul
http://www.doreso.cn/cloud.html
http://news.sina.com.cn/c/20014-08-06/113713603527.shtml
http://www.mcprc.gov.cn/xwzx/whbzhxw/t20141211_32440.htm
ftp://212.23.44.56/richie/ARIALUNI.TTF
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JEVEE AR FE/AIT N a6 B)%F 5 Features of

illegal music service websites and platforms

A EIE B PR Identification of law enforcement objectives
o BRI AFIZHRAE S Right holders’ complaints
o JEEEM. R, MHARME, ERIAEEE RMuGAINH Find illegal music websites and apps through the

Internet, search engines, and app stores, etc.

WA B IEES RS KRN A How to identify the infringing content of illegal music websites
o FHIRMUGETAEE RN B4 K2 R IKIZ AL The vast majority of content disseminated by music websites is unlicensed

o ] LLEK AR vE 0 [ R g ok 2 SRR N B AL SE (A AH XA Bl Relevant documents can be provided by the
right holders
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JEEECTFE R W B R EAEGES 4 Investigation

and evidence collection of illegal music websites

B W uE E R K5 Points when investigating websites
B EEH (PrfEh. LRIFEMHL)  The operator
Ji A (MATFEMALR . FE45%) Domain name
Ak 55 2% The server

IPHEHE CPrEMHL. ISP) IP address

*ICP# % ICP

« V. . Network Culture Operation License




JEEECTFE R W B R EAEGES 4 Investigation

and evidence collection of illegal music websites

w HH&FE Common methods of investigation

Whois 4. Wiresharkim&E 73 #71, Wi (SmartWhois. Win32Whois.
www. cnnic. netZs)

FEUFMEE (www. miibeian. gov. cns www.ccm. gov cn)
FIZ 5|2 (www. google. com. www. baidu. comZ§)
="M C(http://tool. Chlnaz com/

www. net. cn. www. ip138. comZF)
=7 TH (QQ%)

H - BB A4



http://tool.chinaz.com/
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143 Investigation

and evidence collection of illegal music websites
Smartwhoisf&—~ 5 H] EI’JI_J?%EM%VEIIA, ””%M/J\%titﬁﬁﬁﬁﬂ‘%?wi@hk

TAL 44 Bz 44 11 7ﬁﬁ EE, i

K, & i}%

o 4 LR 7,

PRSI ARE B

-
&) SmartWhois - Evaluation Versio

| File Query Edit View Settings Help

2] 48 - % -

1P, host or domain: & www.baidu.com

doreso.cn

%%
0® 211.144.120.172
% flglnsl.dnspod.net
4 flglns2.dnspod.net
'I Google Page Rank : Unknjj
l:.mm Alexa Traffic Rank : 2,483,

@ Source: whois.cnnic.net.cn

It Tibe

& baidu.com

Y doresocn

~

& baidu.com
& doreso.cn
& sina.com

Done

& SmartWhois - Evaluation Version o @ 23 = e 0 )
File Query Edit View Settings Help
|&F-% -0 Tk el
IP, host or domain: 2 www.sina.com v Query v

s
.
&) doreso.cn - Source -

Domain Name: doresc.cn

ROID: 20131227s10001s69388193-cn
Domain Status: ok

Registrant ID: hc-663954355-cn
Registrant:
Registrant Contact Email:
FIEEEE
£lglnsl.dnspod.net
£1glnsZ.dnspod.net
Registration Time:
Expiration Time:
DNSSEC: unsigned|

Sponsoring Registrar:
Name Server:
Name Server:

EENEEEAESERAT
doreso@doreso.com

AR (X)) HFRAT (EARD

2013-12-27 10:
2016-12-27 10:34:11

34:11

View source

Done
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and evidence collection of illegal music websites

Wireshark (HjFREthereal) J&—NMZ8 BT A o R 28 3060 70 i B AEE 1Y) D e e R o) 265 ),
RO B S~ B N FELR I N 2% BB B, Wiresharkfd FHWINPCAPAE MBI, BEHESM T
B e e

M outpeap - o % | d M Wireshark - 10 B3 - out.pcap - O X
HE REE MEN BEGE BEEO S HE BEY ZEwW IO EEH -
- = == _
L =@ CQ 6 & - -
Ama@ RE Q&= PEEINRRE Wireshark 10 EZ*: out.pcap
M]== Cerl- -] mEm- |+
1200
No. Tize Source ion ol Lensth  Info ~
6768 18.999517 18.78.118.53 23.65.215.194 66 57949 -+ 88 [ACK] Segq=198 Ack=985448 Win=52234 ,qll
6769 19.802418 23.65.215.194 18.78.118.53 HTTP 1354 Continuation o0 - // |\
| A 1}
6771 19.883793 16.76.116.53 23.65.215.194 TCP 78 57949 -+ 88 [ACK] 5eg=198@ Ack=986736 Win=52284 ! \ /ll /
6772 19.883855 23.65.215.194 18.70.116.53 HTTP 1354 Continuation 00 - ) ||I {
6774 19.884818 23.65.215.194 18.70.116.53 HTTP 1354 Continuation o
5 s0n [ \ /"x/ \
- 1 lII
6776 19.884216 23.65.215.194 18.78.110.53 HTTP 1354 Continuation[Packet size limited during captu = f | '|I/ "'.\
o
o )
6778 19.884385 23.65.215.194 16.78.118.53 HTTP 1354 Continuation[Packet size limited during capt » f 400 |- /' \
\
6788 19.884546 23.65.215.194 16.78.118.53 HTTP 1354 Continuation f
200
6782 19.885843 23.65.215.194 18.70.11@.53 HTTP 1354 Continuation[Packet size limited during capt I
: - 0 nll__EN
6784 19.807386 23.65.215. 104 18.78.118.53 HTTP 1354 Continuation 2 0 == = '- —_—— . = . _-— — — - - —
a 4
At #"‘
6787 19.818641 18.78.118.53 23.65.215.194 TCP 78 57949 - 88 [ACK] Seg=19@ Ack=988824 Win=52076
6788 19.010839 23.65.215.194 19.70.110.53 HTTP 1354 Continuation FTEFAHL 05 (145 = f0ci
< i T e = e : — Enabled Graph Name Display Filter Color Style ~
s .
Frame 3567: 7B bytes on wire (624 bits), 78 bytes captured (624 bits) FREHE . Line
Ethernet II, Src: HuaweiTe_24:98:46 (84:82:1f:24:98:46), Dst: Cisco_9f:¥2:42 (00:00:0c:9f:12:42) = Ten s . Locte £l [ ] = W
Internet Protocol Version 4, Src: 18.78.110.53, Dst: 23.65.215.194 < >
Transmission Control Protocol, Src Port: 57942, Dst Port: 88, Seq: 198, Ack: 2618546, Len: @
+ - L.} T =k HEH FE AR 1% L —REE MEEE iz
00 80 Bc 9f f2 42 @4 02 1f 24 98 46 03 00 45 0@ B ~ Dg © O I:‘ b D
00 40 ba 4d 40 0@ 48 @6 18 ec Ba 46 6e 35 17 41 @-M2-@
0028 d7 c2 e2 56 8@ 58 b6 1d f4 7d FERECRPLENE; bo 18 VP v Save Az HiE HElH Help
Q7 wipw - EEF 14237 (000
AR T i (638 Dits), 78 Dytes captured (624 DIts)



https://baike.sogou.com/lemma/ShowInnerLink.htm?lemmaId=141463554&ss_c=ssc.citiao.link
https://baike.sogou.com/lemma/ShowInnerLink.htm?lemmaId=71370&ss_c=ssc.citiao.link

FREH T AP R AEMBUEN S Investigation
and evidence collection of illegal music websites
CNNIC (China Internet Network Information Center) 1 [E H Bk M 2815 B H 0

c DESEREEERL X | == whois FESEMEEESY = whois + ® - A X
< &Y \f} Fl2E www.cnnic.cn ' W Q : O ¥ = I
Links for = TsnEe =25 OPPOEE= s SEER FEEES BT MERESIE FL APPRE IS [E 4.11 »

CNIC ENGLISK | RS | CNICH4R
DT G SRR

Bl RRAERS ARASsE  EzEERehl  AEHR  ABERLESR  BEFER AHRS AQRS XTFHDO

BRMEBRER
CRESK#H . m FEEH m@ FEEH )\aj FEEH Im”; FEEH
n SEMBRENN cmmann ° SEMBRENY SERBRENI
‘ e CN  EARg SE AR 28 @AE % @A
Y ;

jii L sDNS TR N:cw g)n WASE ]P TEARIK =g =
1111 - RS SRS PR Atk
it it danbaslegdimdio Ao st DNSEABES DomainCare ~HRERSS Qfep IP/ASHEL BAFA BERIES BAra

maae VNS — .

cnnic.cn X A W ¢ 1O

= = e = — ] I | == = — == RN




FREH T AP R AEMBUEN S Investigation
and evidence collection of illegal music websites
CNNIC (China Internet Network Information Center) 1 [E H B M £%/5 B H0»

- b'4
G FEERREERRRO =4 whois SEEEREEBSY ¢ || =~a whois + O
C 9 ¢ =uw=E whois.cnnic.cn/WhoisServlet?queryType=Domain&domain=dore % ¥ Q ) =
Links for = TIEsw [ Russss appliss OPPOEE= S SERN ZETES EE SRS HERES|E FEms APPRERIZE »
PE M ERE SR
China nternet Network b Sormaton Cester
=] -
EREZwhois doresocn - Q=

doreso.cn ggwhoisfER

1#42: doreso.cn

ROID: 201312275s10001569388193-cn
SRS ok

FEMEID: hc-663994355-cn

i ESBIEERREERAT
EEBEABME: doreso@doreso.com
PR EARERSS YIS FIEEEEERAR (AR ) ARAS (JEAR )
2885555 flglnsl.dnspod.net

%2 BR558%: flglns2.dnspod.net
iEAeEtE): 2013-12-27 10:34:11
FRBEFE) 2016-12-27 10:34:11
DNSSEC: unsigned

mD 2 . " @ i’ @ .




EER S R M B R ERMPUENF Investigation
and evidence collection of illegal music websites

& ol 2% 25 E & Search on MIIT
http //www.miitbeian.gov. cn/publlsh/qu ery indexFirst.action

SOL LR 7.1 =E b= IR mm | ¥ — @& X
@ € C O IESfEssEi- miitbeian.gov.cn X B e v Q,F=Enet Q

st ~ W Fumes () FEAHR [ 88 $ Ribke f S0 Links Links fo Microso MSN Window [IWINTSE: B wflE wimaE [ win7F TibsndE > Bevm -~ Dasexn

A | O | @ BEmarEtmAPe SIER TAANESAEICP/ P AL: % | + (=l
0SSN 71 >x# 2B fm IA mm (¥ _— 8 X
Q « Cc 4 0 v.miibeian.gov.cn ! A M 1yB1 1 me v Q. AL A Q
=22 ﬁ@w&ﬁ%%@... s - W B () FEER [ 8% @i fA PO [lnks [ links fo [ Microso [IMSNF [ Window [JWIN7Z: @ m@Emer [ wimsa @winr R [ Tinig » @ BirE ~ Dases
SLAVFTE BAEED d | © | D60SHRFHEEASH TSR EERICP/PER - >« | + = D
© N3 & 30 ENGROLIMENMEE S, IAQQTEHIFRERIE , RERAIL ? | SiEARIARSES E S5 X
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FEEHAE SR M R E A BGESN 4 Investigation
and evidence collection of illegal music websites
W IAE T B Common investigation methods
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and evidence collection of lllegal music websites
W HHEF B Common investigation methods
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F LR AN BUUE 75 2
Evidence collection of infringing mobile Apps

e Adroid (‘ZH) R G HEUIE 7% Evidence collection in Android system

> App (Application) HJE I N 225 —— KT App T &% The search and installation of Apps rely on App
platform software

1 B E LN O B 55 =T N R R A LI R B i App T B B (B S BT TS, ¥
J& 44 N.apk App platform software downloaded through Android mobile App store or third-party app store or
computer

TE M E B2 TP B AppF & B I %22 Find the installation of APP platform software in file manager

EFHLEIBAT. Z2ZENINIEE DL App T 6 % 4F Run and install the downloaded app platform software just
copied in the mobile phone

wASER R, TR, AR ERFZNAppIZFX Find the App in the software

B A G, AlmaMp 23, Bahidt T N Ei% 3 Download and install automatically

T, EEREPRARPE KA, $HATRABGEK AT Search the infringing music in the software
. AR E L HE (Wireshark) EAARBUN A Ik 55 Hi kil Use Wireshark to get the location of service

. B BEHUIE: Screenshot for evidence

BRIEAE R E —— BUFBUE When find infringing music

A IR —— #BEEUIE When download infringing music

RIS SR B —— #BEEGIE When play infringing music

w N

* s 0N O WU A
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Evidence collection of infringing mobile Apps
ZENHERHEAIE RS Information of the App in Android system

L AR A 44 8K BHAREIA
P - H 7k
WA IF RN : W IEE BRI AR A A
B M T URLER 42 www. doreso. cn
i B 258 i

XN 2 — MR/ 2R/ FENAH . A DUs AR S %
ik S HEWIFT M 2% T 23 AE i E .

(FEEES It D

IP ikt (5tm) : sk, ke, stelek, ek GRIESE = F B84, WCommView to Wifi)
TP Huht (5 SRR : sk, ook, stotok, el GELIT S8 =5 WA=, WCommView to Wifi)
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Evidence collection of infringing mobile Apps
o JEVERAMEEE T www. doreso. cn

360= 2RI 7.1
Q} C 1O O http://www.doreso.cn/ B % v QUEREXKlHRESS Q |

TekuE v (N SHlkmsE () REARR [ AR @ Mk gRBREED [links [ Links fo [ Microso [ MSN B [ Window [WIN7s: @ mesx [ wamsd [@win7F [ TWsE » @ S89E ~ P=ssx

Ad | © | @ SERarEiREEAPPDorese < | + el

= BheIA e BT English

n
HVEBHEEF = R

@ iPhonelR i Androidkf

@ iPhone AirlR |ﬁ| Android Airki

oA\ MachR

+ & | i »
ST @ BRI (64) 4BR= O » @mss VFsE P £ O &) Q100%



http://www.doreso.cn/

D3 12BN FH BXGIE 75 ¥

Evidence collection of infringing mobile Apps

« FHLT& T #

Download : n
software interface . | . 5

Search interface

« HR NS

Music download interface
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Evidence collection of infringing mobile Apps

A outpeap - Box M Wireshark - £48 3034 - out.pcap — O *
ZHD #|EE RO #HiTl smbe BBy TEwW IR0 #EHE &
Q@ =
A m ® ] & = == RAUKE Frame 3@34: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
[ S -] mume + Ethernet II, Src: HuaweiTe_24:98:46 (84:82:1F:24:98:46), Dst: Cisco_9Ff:F2:42 (@0:88:8c:9F:F2:42)
e Tize " Lenzth | Info |~ Internet Protocol Version 4, Src: 18.78.118.53, Dst: 23.65.215.194
634 11.719575 18.78.118.53 23.65.215.194 TCP 66 57942 + 88 [ACK] Seq=198 Ack=221537 Win=4519@ . .
695 11.720893 23.65.215.194 10.79.118.53 HTTP 1354 Continuation Transmission Control Protocol, 5rc Port: 57942, Dst Port: 88, Seq: 198, Ack: 2226722, Len: @
696 11.721191 18.76.118.53 23.65.215.194 TCP 66 57942 + BB [ACK] Seq=198 Ack=222825 Win=45453
697 11.728538 23.65.215.194 10.70.118.53 HTTP 1354 Continuation
698 11.728867 18.78.118.53 23.65.215.194 TCP 66 57942 + 88 [ACK] Seq=198 Ack=224113 Win=45728
699 11.738932 23.65.215.194 18.76.116.53 HTTP 1354 Continuation
76@ 11.731218 18.76.118.53 23.65.215.194 TCP 66 57942 + BB [ACK] Seq=198 Ack=225481 Win=45995
7@l 11.731300 23.65.215.194 10.70.118.53 HTTP 1354 Continuation
782 11.731433 18.78.118.53 23.65.215.194 TCP 66 57942 + 88 [ACK] Seq=198 Ack=226633 Win=45265 -
783 11.731461 23.65.215.194 19.76.118.53 HTTP 1354 Continuation[Packet size limited during captu < >
784 11.731533 18.76.118.53 23.65.215.194 TCP 66 57942 + BB [ACK] Seq=198 Ack=227977 Win=46521__ | =
785 11.733923 23.65.215.194 19.78.118.53 HTTP 1354 Continuation i
766 11.734246 18.78.110.53 23.65.215.194 TCP 66 57942 »+ 86 [ACK] Seq=138 Ack=229265 Win=4679 o P8 B8 Bc 9Ff 2 42 B84 82 1+ 24 98 46 B8 68 45 86 B
787 11.734325 23.65.215.194 19.70.118.53 HTTP 1354 Continuation[Packet size limited during capt N
788 11.734465 18.76.118.53 23.65.215.194 TCP 66 57942 + BB [ACK] Seq=198 Ack=238553 Win=47865 3 60 34 b9 70 40 00 48 06 19 d5 Ba 46 6e 35 17 41 4 p@ @
789 11.734584 23.65.215.194 19.78.118.53 HTTP 1354 Continuation ] d7 c2 e? 56 9@ 58 b6 1d F4 7d d9 aB 51 cf 88 18 V.P
710 11.734576 16.76.118.53 23.65.215.194 TCP 66 57942 + 88 [ACK] Seq=1398 Ack=231841 Win=47334
711 11.734594 23.65.215.194 10.70.110.53 HTTP 1354 Continuation[Packet size limited during captu 1f eb 15 cc @8 00 01 81 08 0a @8 18 49 47 62 b2
712 11.734655 19.76.110.53 23.65.215.194 TCP 66 57942 » BB [ACK] Seq=1989 Ack=233129 Win=47603 1a 74 3 +
713 11.734678 23.65.215.194 19.78.118.53 HTTP 1354 Continuation 15
714 11.734728 16.76.118.53 23.65.215.194 TCP 66 57942 + 88 [ACK] Seq=138 Ack=234417 Win=47872 u
715 11.734743 23.65.215.194 10.70.118.53 HTTP 1354 Continuation vl 15
712 11 334040 14 78 11m £3 13 £c_a1c ana Trn £2 £IMA% . 98 FAFKI Chno108 AL 33ETAE L4 n_a9179 / 18
< I/ L
Frame 694: 86 bytes on wire (528 bits), &6 bytes captured (528 bits) = L
Ethernet II, Src: HuaweiTe 24:98:46 (@4:02:1F:24:98:46), Dst: Cisco OFf:¥2:42 (@e:80:8c:9F:¥2:42) IlF-
Internet Protocol Version 4, Src: 18.78.118.53, Dst: 23.65.215.194 1
Transmission Control Protocol, Src Port: 57942, Dst Port: 88, Seq: 198, Ack: 221537, Len: @ 1
i 15
00 @@ 0c 9f f2 42 84 02 1f 24 98 46 08 00 45 00 B - b
00 34 b6 69 40 00 40 06 1c dc Ba 46 6e 35 17 41 4-i@-@ L
d7 ¢2 2 56 @0 50 b6 1d 4 7d d9 81 b9 Ge 80 10 V-P o I Help
1h 95 cA o0 AA AG 61 A1 A8 Aa 8B 18 46 f5 A2 h2 5 L5
C) 7 outpeap SpiE: 14237 - 14237 (100. 0%) 13

¥ = 15.154 18.78.116.53 HTTP 1384 ContinuationfPacket size limited durine caotu IT
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Evidence collection of infringing mobile Apps
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| App’s screenshot
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Evidence collection of infringing mobile Apps
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Evidence collection of infringing mobile Apps
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Evidence collection process of Fengyin Music
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Evidence collection process of Fengyin Music
PR IRFE Process of the case

—. ZHKIE Source of case

. B BUIE Investigation and evidence collection

=, [l RBUIEYE Fixed evidence

V. &BRATT = Identify infringement method

1. L E W R]HIE Business license investigation

75~ MIESL AL §1] Punishment according to law
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Evidence collection process of Fengyin Music
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Evidence collection process of Fengyin Music
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Evidence collection process of Fengyin Music
IRIBER IR D BN ERFERAT MR Find the suspected infringer and

the nature of the infringement according to the report letter

representing the
recording industry
worldwide
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Evidence collection process of Fengyin Music
2. ICPEEMEMILTEREZEEZEBSD{ER Find the website ownership and

operator |dent|ty |nformat|on accordmg to ICP
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Evidence collection process of Fengyin Music

3. FATEZMH KE37Z Define the cause of action and file the case

TRES

i il
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Evidence collection process of Fengyin Music
4 FRIERBUAEIRSHGEFFEEEBUE Carry out investigation and evidence

collection according to the copyright certification report

IFFI 5e1INg Kepresentatuve uirice

AN UETR &5

T RPARSAET -

./ ifpi

representing the
recording industry
worldwide

TR R 2 R e BIEAR AN

.

‘Warner Music Hong Kong Ltd

Warner Music Hong Kong Ltd

Warner Music Hong Kong Ltd

Warner Music Hong Kong Ltd

S R IIR
L

Warner Music Hong Kong Ltd
Warner Music Hong Kong Ltd

Warner Music Hong Kong Ltd
Warner Music Hong Kong Ltd

‘Warner Music Hong Kong Ltd y
Warner Music Hong Kong Ltd

Warmner Music Hong Kong Ltd

‘Warner Music Hong Kong Ltd

_|Warner Music Hong Kong Ltd

Warner Music Hong Kong Ltd ]

Warner Music Hong Kong Ltd

| Warner Music Hong Kong Ltd
‘Warner Music Hong Kong Ltd

|Warner Music Hong Kong Ltd

__|Wamer Music Hong Kong Ltd

Warner Music Hong Kong Ltd
‘Warner Music Hong Kong Ltd

_|Warner Mu
Warner Music Hong Kong Ltd

long KongTtd |

Warner Music Hong Kong Ltd

‘Warner Music Hong Kong Ltd

E AR B

= ‘Warner Music Hong Kong Ltd
5800 £E[1y#h

Warner Music Hong Kong Ltd
_|Warner Music Hong Kong Ltd

Warner Mu Hong Kong Ltd
[Warner Mus

"Hong Kong Ltd

BRI EET Pk 2
ATAHFLIAT 1708 B

Room 1708, Anzhen
2 Andingmen Wai
Dong Cheng D:
Tei: (S610) 644
Fax: (8610) 64482669
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Evidence collection process of Fengyin Music

5. 33/ B T e R IE & FEENIE Remote inspection and screen capture of
website homepage
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Evidence collection process of Fengyin Music
6. XFAuf | P AN AR 55 &5 HLE 1 TIRAZRNGR ENIE Remote inspection and

forensics of website IP address and server address
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Evidence collection process of Fengyin Music

7. BE TEEPICPRERATIHIMILEZR(SE Search through ICP filing
system of the MIIT
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Evidence collection process of Fengyin Music

8. XML E S AINEGE (WLEiEiEMAER) Collect evidence
for the method of website make profits
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Evidence collection
9. M ub iR RTINS T AIE

and facts of the suspected website

Sl X3N]

process of Fengyin Music
SEHUUE Collect evidence of infringing methods
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Evidence collection process of Fengyin Music
10. 1M Muh N E RS ERIR XTI ER B FIEHESCE Make electronic

evidence CDs of suspected infringing songs downloaded from the website
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Evidence collection process of Fengyin Music

1. EEMuLZfF=F3Z 518K Get Alipay transaction records
12. BBV L AR SZ 258 HE Get website server data
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