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* Regulation (EU) No 386/2012 of 19 April 2012
2012F4 5190 KREES5386/2012 555

Observatory goes from Commission to OHIM (EUIPO as from 5 June 2016)
MERBLANNERILENEBNEBHANIER (201656 85H#2, FREX

BRAMRF1E)
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C1-1=1
—Bs

P,
policies f2{&

rovide facts and evidence to support effectiv

SLANHERSFFAHIBIER

i :
g e
Create tools and resources to sharpen the fight § Q\;_\
against IP infringement % @
eiE TEMRIRAEGIMF AR USN =
Raise awareness of the importance of |IP and of the S
negative effects of counterfeiting and piracy o
IEEENSAIAINE R, LINRERMERGAERIERIEIR
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Intellectual property rights
mmmmmmmmmm

an economic analysis

Intellectual property rights intensive
industries and economic performance
in the European Union

Indutry-Lovel Anciyss Ropoet, October 2016
ponisy

IP Contribution

g AR

Infringement Quantification

ENEL

{{,}' Europeans and IP

RRM A TR
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ONLINE BUSINESS MODELS INFRINGING IPR
{RICHHA= AR LIRS

Report RS R:EUIPO
e Aim: to deepen understanding of how the online Published
environment interacts with IP infringements 12 July 2016

HRY: F RSN SRR URNE 2016F7H 120 &%
BE{ERE

Variety of online business models infringing IPR

through numerous illicit examples of marketing on Tsfsr?rfg:f:g?:tg|2|gja%§g§§fs§§ﬁi
Business-to-Business (B2B) and Business-to- sabishinganoruew ofonine
Consumer (B2C) websites, online marketplaces
and social media

11 B2BF1B2CuG,  PZETiZAIF L IR ARY
KEIFETHZEG, 1nBRFMRIERNRTY
HIR A&z,
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ONLINE BUSINESS MODELS INFRINGING IPR
(RICHHA= AR _LREIARE

*  Website dedicated to commercial
activities using a domain name that is
not related to the infringing activity

/—_t_

Edis '3127&/%2:)]71_ N =P SR N4
prearevi | S T

— Making copyright infringing content
available to the public through
direct download, streaming, linking
or other techniques

TEETE,. RUE(R, fEiE
N I S Sl

X -

"

s T
% S

SAN ANDREAS

San Andreas

— lllegally contributing to making
copyright infringing content
available to the public

E AR R ARIREUZICHR YA popcorntime.io

é



R EVIPO

EUROPEAN UNION
INTELLECTUAL PROPERTY OFFICE

ONLINE BUSINESS MODELS INFRINGING IPR {23BEI R =509 _ERgdlisst

Websites on darknet B} Raug
— Making copyright infringing
content available to the public
through direct download
BT B FEEAREHRICHRNY
=

N

Newsgroups, blogs or other restricted

user groups
wiEHE. FESECREAFEH

— Making copyright infringing
content available to the public
direct download, streaming,
linking or other techniques in a
restricted-access user group

SR RO P B
S e
AR RN

8 & ¢ Simougaonon

News!

There are 72578 books onthe ibrary.
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Tweyer, Jan - Rainer I ﬁ
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Damonenjager Tom
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‘l’owuland brennt Esch 0l Franzosenliebchen

= O T T O O T e T T T T R O T

st i st

Chief Librarian: Las Zenow <zenow @riseupae
Fork the source code from gtorious.
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Conclusions Z516

* A number of the online business models are based on generally applicable legal online business
models

AER &R ST E EhEE A S AN EmikiEst
* The online business models infringing IPRs are often clearly deceptive to the customers
RIBFIR AR L s @ E X iE RS R EAERETT
* increasing number of providers of IPR-infringing goods and services are expanding or even moving

their businesses to a darknet or are offering their services on both the open and the hidden part of
the internet

RS E’J&Iﬂ%nn%ﬂﬂliiiﬂﬁﬁlET TRIER 5K, BEE8ILSHERIEN, EEEaERMN L
B AR MR PR R AR S

* A number of the analysed business models are based on concepts that make it easy for the
providers to be able to continue their businesses even in the event that an enforcement action be
initiated
AEMDITEWEIRIERNIESE, BMEMRNETE, RES SRt RILSS

* Theline between IPR-infringing activities and traditional cybercriminal activities is becoming
blurred

AR RS ESIFE RMESIRTEiEEN < (BRI 5 PR H ==
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LEGISLATIVE MEASURES RELATED TO ONLINE IPR INFRINGEMENTS

RILEARFIISBUBRAYSZ A ahE

Report RS R =unpo

*  Aim: provide a cross-sectorial view of legal
remedies available for the enforcement of
intellectual property rights on the internet,
which covers civil, administrative and criminal
enforcement measures

BRY: RIERTEEAN_EAME A,

E. KPEERTHETER, & RELATED TO ONLINE IPR INFRINGEMENTS

FRESR. 1TBRIREHNAEE
S I E A PROJECT COMMISSIONED BY THE EUROPEAN UNION INTELLECTUAL PROPERTY OFFICE

* Provides a practical, problem-oriented
description of the legal measures
available for eight specific and relevant
topics that range from obtaining account
information to criminal sanctions
FIBREIKFER. HISELTHE/\
BABZEYIEXANER, RBEHXTE
FHiAEEIERIYISERIT. DS mE
Y15 RA
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LEGISLATIVE MEASURES RELATED TO ONLINE IPR INFRINGEMENTS

PRILEARF=RUSUBRAN LA S

Key topics - ph RN

Obtaining account information 3XEXFSE
Blocking access to websites BHLEVGIRIpXuE
Domain name actions 122 175]]

Actions targeted at hosts $1XEHAYS
European Investigation Order RUEEEIES

)

Extradition — European Arrest Warrant 5

Money laundering j7&E%

Criminal sanctions JHJER&1 5

® N O VA WN R

\

E-E:

\/
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PILEAE =AU BUBRAIZ AT SNt

Obtaining Account Information (retrieval of information from intermediaries) SREMIKFEE (@& F1

HASRAYER)

Disclosure of information available in all MS FFE i R EEFEEEINE
- Legal basis for national measures has been harmonised through Enforcement Directive

Sl (HUTHES) F— AR ERBIEHERYAEEE
- Differences may exist when it comes to procedural conditions {EfEF5 A E D BE A EER

FIGURE 15 — DISCLOSURE OF THE CONTACT INFORMATION OF AN ACCOUNT HOLDER
RI5—— KRB ABRR(EEHREE

‘ 10 | Yes
@® 10 | Yes, but only under

certain circumstances

14 | Yes

® 6 | Yes, butonly under
certain circumstances

Civil Criminal

enforcement 0 [No enforcement 0 [No
@® 3 | Unresolved ® 0 ([ Unresolved
O 5 | No answer O 8 [ Noanswer

(Not shown) (Not shown)
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LEGISLATIVE MEASURES RELATED TO ONLINE IPR INFRINGEMENTS

PRILEAR = RUSIAB KA i a5

Blocking access to websites (hosted within / outside of EU Member States)

BELLESAIAIMgiY (N ERREE A RERNERIM)

- Blocking access to websites is in general available in all MS (IPRED)
- EEFERRERSAILARELLAERYL ( (AR TES) )
- Differences may occur in the more detailed national procedural rules

- B EEEFN S EA RS EIER

In most Member States, the courts are the only competent authority to grant blocking orders. In Italy
a blocking order may however also be issued by the Italian Competition Authority (AGCM). In

Slovakia, the .sk domain name registry SK-NIC can block access to an .sk domain name that is
used for illegal activities, not only based on a court order but also at its own discretion.

EXSEHRRET, AZbEE—aTURTFHEIESEWIA. BEEARF, BEIES
A LIBHEAFRAES =R, Einstse, skEE=EMEsK-NIC
A LMIE AR SHBITARE, FRLIEHARTIREAEDIRY. skige.
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LEGISLATIVE MEASURES RELATED TO ONLINE IPR INFRINGEMENTS

RILEARFIUSBUBRAYSZiE ahE

Actions targeted at hosts (takedowns of listings, suspension, blocking, etc. of
accounts)

FIXIENAYMTE) (KPR, EiE. ELIES)

- Fragmented overall picture BE{NZA 2 A4
- Exemption from liability of hosting providers has been harmonised throu%h the

Directive of Electronic Commerce HE1Y {BBFEEZIES) F— 7 =N IIRMHRS

IS AR
- Secondary liability is not harmonised and dealt with by national laws [EfE=={E %8
G BRSNS

- Host provider typically not liable, but might be required by court order to take down
infringing content from its platform. E%ILTE{#—(%JE%‘KE@%E, B EbE<S
AIRA B RENT A E R,

- Suspensions and or blockings are either unavailable or the situation is unresolved in
almost half of the MS ) LF—4HIRREF, EHFaELLIEEE AT,
A HFE.
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SRR RUSBUR KRz i EhE
Money laundering (application to online infringements of IPR)

et (BT RERIRYRN)

- The Fourth Anti Money Laundering Directive and the Fund Transfer Regulation cover most types of
criminal activities including such as relating to IPR infringements

(FFeasia<) M (EIEA) S2AERDRERYCIEER), EFERSARFIEN
(EFSEINER)

FIGURE 34 — APPLICATION OF PROVISIONS ON MONEY LAUNDERING TO ONLINE IPR
INFRINGEMENTS

2R34—— KT SR ARYSA e RER N R

11 | Yes =
® 2 | Unresolved, or under .
Criminal certain circumstances & {BFERTERMAT
enforcemegt
IE 57075 7 |No &
O 8 | Noanswer
(Not shown) %@%
(RER)
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Criminal sanctions (sentences, time limits, liability for companies, etc.)

FIEEALET (. BIERRSE. AFSRES)

- Criminal sanctions are not subject to harmonisation at EU level FHIES A RREE G —HwEERYZTER
- Thetype and duration of penalties for IPR infringements vary considerably in the MS

B RERTANRF USRS B ST BEER IR
- The same is true for punishing negligent infringements as well as legal persons

INESERYNEYNN ISPl

FIGURE 35 — MAXIMUM PENALTIES FOR FIGURE 36 — MAXIMUM PENALTIES FOR
TRADE MARK INFRINGEMENT "% COPYRIGHT INFRINGEMENT

35— — TR AR 36— — USRS

10 years 10 years

8 years 8 years

6 years 6 years

5 years Syears

4 years 4 years

3 years 3 years

2 years 2 years
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Conclusions Z512

- E_rllforcement in an online environment is complex PNZRINEF R EIERE
e
- Civil measures are partially harmonized FGERfSBaR 34t

- Specific legal measures often dealt with general national laws (e.g. tort law,
general procedural laws)

%@%ﬁFﬁﬁ%ﬁ—&@%ﬁ@%ﬂ(ﬂw,@Wﬁ%%\—%ﬁ

pidsort

- Lack of harmonization for criminal enforcement measures I E SEsaps =y v T
F—inHE

- Technology often moves faster than legislators and courts

RARNEREERILEA AR E
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VOLUNTARY COLLABORATION PRACTICES BIE&1EEitE

Report RS ®: EUIPO

e Aim: in-depth analysis of six voluntary
collaboration practices in addressing online
infringements drawn from EU MS and the USA
BHHY: SRADIERER AR EFNSEE I
XI R BB SFEhE

. . STUDY
® V0|Untary pl’aCtICGS |nCIUde' COdeS Of Cond UCt on voluntary collaboration practices in
. . . . . . addressing online infringements_ of trade mark
and practices for taking down infringing sites, fghts, dosignriohls: copmaht anc ot
controlling advertising and the access to online
payment systems

BffahEh: TSNS, =H S
LN ARSI ERGEhI A T/ ENIF T EHE.

September 2016
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Elements analysed 0irEz=

The role of the parties involved BXZHHIAE
Duties and procedures BREFIFEE
The coexistence of the practices with legal

frameworks and case-law &5 5 R EEZEFOF]
BERNHEE
The role of technology I ARIEE

The costs involved BXEZA
The role of educational activities & G551
=)

Effectiveness B33E




Q- EVIP

NNNNNNNNNNNN
EEEEEEE CTUAL PROPERTY OFFICE

VOLUNTARY COLLABORATION PRACTICES BIE&1EEitE

Conclusions Z51¢

 Fundamental rights, privacy rights and data protection need to be respected by any
voluntary collaboration practice created

HIBRSHatA T ESEESNF. RFANFIEEFRF

e The duties and procedures envisaged by the VCPs examined do not raise problems with
regard to the legal frameworks concerned

2ials, BRea{HaEmBIIRSEEF AR EEX A RIESR S R

* The practices examined show various differences, depending on their origin, IP rights
concerned, structure, territorial limit, educational activities and technologies used;

ZH6T0 R EESTER, BUATEFEER. BXAREN. &, X
L e g

* The practices also show several common features, namely their voluntary nature and
implemented measures aimed to prohibit or detect IP infringements

WiTHEIEEZS N HER, B BEMR. EEELIEEAIATRFIIEN
 There is little factual data about the effectiveness of the VCPs as it is sometimes not
measured

MNERSFERNENITEIRREGRGE, S REBMMERYSEIREERY
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OTHER SELECTED REPORTS IN COPYRIGHT AREA hRPUSniE SiRs

- Identification and analysis of malware on suspected
copyright-infringing websites (2018) D' EVIPO

(PaREAh BREHGESRBIS DY (2018)

- Feasibility Analysis for an EU Digital Deposit System (2018)
(ERERZ TR HIERIRI TS (2018)

- Deposit systems for audiovisual works (2018)

(EEFIMAYRIESHIE) (2018)

- Voluntary Registration/Deposit Systems in US and China

(2018)
(EEE T / RIEEEIE)  (2018) STUDY ON VOLUNTARY REGISTRATION
AND DEPOSIT SYSTEMS:
- Test Case, Legal Online Offers of Film (2018) UNITED STATES AND CHINA

G2, SiEEREEsZ) (2018)
- Derivative use of public domain content —film industry focus
(2017)

(AR ERYTERE——SRERESA)  (2017)

June 2018
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iIdeas

powered

Orphan Works Database #[} ) L{FfnZUERE

Agorateka (BEXEBEIEF=HUEEYZER IR
pogid)

FAQs on Copyright hR I IR EEE
ideas powered 18X 1%

24
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TOOLS AND RAISING AWARENESS - ORPHAN WORKS DATABASE T E R =iRigFH—

— ) LYEanEiim e

THE EU DIRECTIVE ON ORPHAN WORKS {EEEIN ) LIEGRIES)

DIGITALISATION
AND DISPLAY ON LINE

PUBLICLY ACCESIBLE AU REERT
DATABASE
’Rﬁiﬁl‘ﬂ]?ﬂﬁlﬁ
T
HEE HE
E mEE
.... HE
HE BEEE
EEEnEEE

o DILIGENT SEARCH
MBS
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TOOLS AND RAISING AWARENESS — AGORATEKA T LRz =iR32F — —AGORETEKA

What is this initiative about? 1Z&& 2 F+24187?

* AGORATEKA is a pan-European portal
AGORETEKAR—NZER T

(7 AGORATEKA

* Where the citizens can link through to national portals

J& BRI LARILE SRR ERRI P

e To easily find online legal offers regarding Music, TV & Films, Games, eBooks and

Sport Events

@%’7?#11‘ FEES S AREIER. BAK

Launched in 2016 at the initiative of the EUIPO
FERERRTR ISR EIN N 20165,

5. k. FEF BT
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TOOLS AND RAISING AWARENESS — AGORATEKA T B B =iP2F — —AGORETEKA

agorateka

The European online content portal

‘g About YourCountry  Statistics FAQ  Contact

Finally, a way to
Identify legal content
online

Music/TV & Films/e-books/Video Games/Sports events

|
” /
I
" '

L, |

: \ Y/

- i \ B
‘ ! : I A ?' Q\ \

[



https://agorateka.eu/ea/
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TOOLS AND RAISING AWARENESS — AGORATEKA T B B¢ & iR{2FH ——AGORETEKA

Why this initiative? I{TABEIX—Z5HE?

* Helping citizens find available legal offers is a key factor for increasing transparency
and consumer awareness

%%E@W%ﬂﬁﬁ\ BV mERSS RIS R EREMERE SIRAUXE

* |t can contribute in reducing the use of illegal sources

BT RPIEESERRIER

* Enforcement is part of the solution as is facilitation of legal access

MFAFANGEBREH, RERSZRI— D

* Creating a national portal allows Member States to better understand the legal
offer landscape in their country

BUEEIRI PR E R LSRR S E N S A~ mtliRSS iR S
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TOOLS AND RAISING AWARENESS — FAQS ON COPYRIGHT T Bl E5iF42F — — RRAlE: Il ja)

RAERE

15 questions from consumers on copyright

Copyright, understood as authors' rights in most of continental Europe, grants a bundle of rights to authors of original works. Thanks to
copyright, authors may control how others use their works, and receive remuneration from those uses. European jurisdictions also protect the
interests of performers, producers and broadcasters. At least in authors' rights countries, such protection is granted by ‘related rights', which are
distinct from the rights granted to authors. The EU has adopted several legal instruments in the field of copyright i . Yet, unlike in other fields of
intellectual property law, there is no ‘single EU title' for copyright, and each of the 28 Member States has its own copyright law and policy.

AQs on Copuright

Choose your country:
Austria Estonia Italy Portugal
Belgium Finland Latvia Romania
Bulgaria France Lithuania Slovakia
Croatia Germany Luxembourg Slovenia P
Cyprus Greece Malta Spain
Czech Republic Hungary Netherlands Sweden
Denmark Ireland Poland United Kingdom

©OO0OOOLOLOLOLOLOLOLOLOLOOO
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TOOLS AND RAISING AWARENESS - IDEAS POWERED
THEEREA—— B8R

https://www.facebook.com/ldeasPowered

facebook

Your ideas make you
You can win a trip for 2,

3 [
Rok Triai, Tudor Chi

Rap Musician Pauzician
- -

ideas 7 T T & foew
powered e

R Tweets  Twsets Sreples  Photos & videos
prepe—

Podcast with @TheJonahLehrer on the
neuroscience of #creativity ow.ly/D2rKE

Vote for the Audience Choice Awards of
DFlickr's 20 Under 20 top young
ow.ly/D2rav

pre—
The jobs of the future haven't been invented
yet... so how can you prepare for them?
ow.ly/D2qSG via @FastCompany
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CONCLUSIONS Z5i8

Studies, databases and various initiatives demonstrate wide range of actions
aimed at better understanding and facilitating actions against copyright
infringements online

R, BUREMNSTSSERE T —RIFEE, SESFHIERE. (Edin

) _EAREAYI TSN

- Studies ranging from socio-economic to specific subjects: infringing business
models, legislative measure, voluntary collaboration practices

MESLFRRARFRAIAR . ENEWERL. \LEERE. SRG(EENE
- Continued development of tools and resources for raising awareness:
agorateka, FAQs, youth initiatives

BIREA T EMSENFTFSUARE: agorateka, FEIAEERE. FF1HL
- Latest trends in online IP enforcement: intermediaries, blockchain and other
new technologies

p_ERMAF ARV RIS FERSEHE. XRENEEHEN
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ADDITIONAL INFORMATION ¥ TSR

Publications available at:

AR :

https://euipo.europa.eu/ohimportal/en/web/observatory/observatory-
publications

Information on tools, public awareness initiatives:
TR, Z2RRERFHEER:

https://euipo.europa.eu/ohimportal/en/web/observatory/home

Contact e-mail:

HR 2R R4S

observatory@euipo.europa.eu
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