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Some Challenges with IPR in Cross-border E-commerce

ESIRFE AR~ R EIGRIER I Hbik

- Territoriality of IP rights &iRF=A Bt

- Global scale of e-commerce BBEHISTk{AS

- Enormity of transactions and postal and express courier packages 1J&. {Ri%E
MmEEX

- Anonymity BE&{

- Misuse of artificial intelligence (Al) to scale illegal commerce s A TE&EH1T
EERZ
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Court of Justice of the European Union Rulings BREZ;EF=ER

C-324/09, L’ Oreal v Ebay (trade mark infringement through targeted marketing)
- C-324/095BGKEREbayR (EMEHRIEHIRNY)
- C-98/13, Blomquvist (actual delivery of copyright and trade mark infringing products)
- C-98/135Blomquist® ($HEHRGENSEITI~m)
- C-5/11, Donner (cross-border sale of copyright infringing goods together with transportation)
- C-5/11SDonner (BIRHEE. EERUSNER)
- (C-516/13, Dimensione (marketing of goods like in Donner-ruling)
- C-516/138 Dimensiones (#5E&5SDonnerZ2EIE g)
- C-567/18, Amazon (fulfillment services)
- C-567/1855HZE (BLIRS)
- C-772/18, Av B (import and storage)
- C-772/185AIRBE (#HO. Gfi#)
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Data Protection Principles
(incl Cross-border Data)

HURFRIPIRN (ZIES15REEE)
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EU Data Protection Framework EXEBEE(FIPHESS

European Convention on Human Rights (ECHR) (1950), Article 8 (right to privacy)

- (BUMARAZ) (ECHR) (1950%F) 55855 (F3FAMR)

- EU Charter on Fundamental Rights (2000), Article 8 (right to data protection)

- (EREBEAIAIZZE) (20005F) 585 (HUBRHRIFR)

- General Data Protection Regulation (GDPR) (2016)

- (EREUERIFSAI) (GDPR) (20165F)

- Directive on the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, and on the free movement of such data (2016)

- XTEEVXRFRL. FE. MEERFHEICEEHTHEL M E N ASEELSBAR A TRIF
S, LINKTEEBRIZFEIREES (20165)

- Directive on privacy and electronic communications (2002, updated 2009)

- [RFAMRIPFIEEFEEIES (20025, BEHrF20095)
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Data Protection Principles £ifE{RIP[EN

GDPR applies to data processing carried out in EU or exterritorialy when goods
or services are offered to citizens in EU or the behaviour of EU citizens are
monitored (Art. 3)

- (BRASHRRIPERA) ERTERREARITHEIREIR, LI EIRRER A2 EiEM
S R E AR SS AT ER ER BE 2~ AT B a2 2 In i Ad AR IMAITRISUEL IR  (5834%)

- Privacy by technical design and default (Art. 25)

- IBERASTMECANIRERIFEUREEFA (55255%)
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Data Protection Principles Z4E{w=REN

Personal data must be processed (Art. 5(1)) in a
» Lawful (contract, legal obligation, necessary to protect vital or public interests)
« Fair, transparent, proportional and accurate
way that is
* limited to purpose or subject to freely given informed consent
» not extended longer than necessary
* maintaining integrity and confldentlallty
- SN AZERRISTRTHE (385(1)5%
- BiElE (B2, EENS. b{%TFiﬁFIJ rE A~ H A= B RY)
« 2N ERE. SR, R

?fFE
- [RT¥WRERY, SHESFEABRMBIT
- PRERFAE

- (RIFEUREEME. REE

More extenswe protection of sensitive data (Art. 9)

L X IBEEBTE SO (B95)
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Cookies, E-Privacy Directive Art. 5(3)
(BFISFAIES) (XB] (CookiedgS) ) (B5(3)FK)

- A cookie can be placed if

- {fMcookie [1FE: N EEIRIRE] BIAHRSEME

« Strictly necessary, or

- EYJWE, BE

« Consent is given

. (IFERIE
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a¥1ZEcookie
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Adtech (Advertising
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Cross-border Data Transfer EEISEUEETS

- Chapter V of the GDPR, ‘Transfers of personal data to third countries or international
organisations’

- (BREERIPEAD) FHE "B AZIRRBRIE=EERER"

- The GDPR restricts transfers of personal data outside the European Economic Area
(EEA) unless the rights of the individuals in respect of their personal data is protected in
another way, or one of a limited number of exceptions applies (e.g. ‘adequacy decision’
(Art. 45), "appropriate safeguards” (Art. 46) and certain derogations (Art. 49))

- (EREERRIPSG) BREIEGMEFFRIMNEN ASGRERER, BRAFPRAEMM S IVRIPATS
MARINASERGIINIE (FIaN, 584555 "FRERIP" | $465% "BILERE" 158
49%% "KFETUR ")
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CJEU Rulings on Data Transfer BREEiEPr AT EURIEIERIE R

- (C-362/14, Schrems, a decision of 26 July 2000 on the adequacy of the protection
provided by the safe harbour privacy principles - in which the US was found to ensure an
adequate level of protection - was invalid

- (C-362/145SchremsZ2: 200057 H26H#&iE "LEBREFARN “ (KiEZFEN, <EE
HTRERIP) MEHRRIPFREIHFRRYIRETTRL

- (C-311/18, Schrems Il, a decision of 12 July 2016 on the adequacy of the protection
provided by the EU-US Privacy Shield was invalid

- C-311/185Schremes lIZE: 2016F7H12B#E "BNBEXERFAGE" HMETRFRIFREGE
{EHBNRETCRL



R EVIPO

New Tech and New Strategies in IPR Protection and Enforcement

MR RIPS AT, FiRls

Law Enforcement Collection of Evidence

HRIEEIEER
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Challenges with E-evidence BBFFEERAIPEEE

- Anonymization B,

- Scale and proximity #iES4SETE

- Jurisdictional limitations &l X& =R

- Technical capability of investigators A& A GBI AREE

- New criminal structures unique for online environment JNZZINEFERIFEYICSE
25

- Criminal patterns and modus operandi, incl use of artificial intelligence (Al) J25E
BIRIERFE, BEFERALZERE

- Anti-forensic strategies & EUGIFSRES
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Challenges with E-evidence BBFAIEIERSRATHELE
Anonymization BE&Z{t

- Scale and proximity ¥&E S4BTt

- Jurisdictional limitations ;A E1ERF

- Technical capability of investigators A& A RV ABE

- New criminal structures unique for online environment I4ZIMEFSE I BN TR

- Criminal patterns and modus operandi, incl use of artificial intelligence (Al) JEFREXBIERF L, BIF
SFRAIEgE

- Anti-forensic strategies REUGIESERS

Susan Brenner, ‘Toward a Criminal Law for Cyberspace: A New Model of Law Enforcement?’, 30 Rutgers Computer
& Tech. LJ. 1, 104 (2004)
Susan Brenner, “RISEZERELRSS: —H#EAOMEEN? “ (BBERTREINSEAZET) , 553081, 5
1%, 510413 (2004£F)
.. cybercrime differs in several fundamental aspects from real-world crime, the type of crime which our existing model of law
enforcement was developed to address. As a result, the traditional model is not an effective means of dealing with cybercrime.”

. IEICTES B FIPTFEE Z T IRA DB R, WER AT EMAREREL M FIPTE, BUTENRT
PIEICTERIER T2

113
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Obtaining E-evidence from E-commerce Platforms MEBFEFEEIREGIENR

Procedural Speed of Scope of Evidence | Quality of Evidence
Requirements Obtainment IEECE IEHERE
EFEX IRAVEE

Open Source Intelligence

(OSINT) FrlFIEHR

Voluntary Cooperation

Measures B2 S{EiSHtE

Login Credential Access

ERERENG

International Judicial
Cooperation

EFFRIES(E
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Requirements Obtainment HEEEE WEBES
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Open Source Intelligence Normally Few Immediate Relatively Limited Variable
(OSINT) FFiE1EHR Requirements Al FEXIBERR BSEARTT
—RIVFRER
Voluntary Cooperation Normally Few Medium Speed Often Limited High
Measures El[@S{FiGhE Requirements PERE FEAR =
—RIVFRER

Login Credential Access
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International Judicial
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Obtaining E-evidence from E-commerce Platforms M\EBBiEaE&3RENIER
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Measures B ER{FIBHE

Login Credential Access

ERERENG
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EfrEliESE
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RE IR

Speed of Scope of Evidence | Quality of Evidence
Obtainment IEEEE IR E
IRAVIEE
Immediate Relatively Limited Variable
hva: (1 HEXIBR SERST
Medium Speed Often Limited High
FERE EEBR =
Immediate Relatively High
3ZBp Extensive 5
BEXIT 2
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Open Source Intelligence

(OSINT) FrlFTEHR

Voluntary Cooperation

Measures B ER{FIEHE

Login Credential Access
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International Judicial
Cooperation

EfRE)ESE

Procedural
Requirements

EFZR

Normally Few
Requirements

—HRJLPTTER
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—R/VFRER

Often Special
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BRI
Always Specific
Procedure

RETHRER

Speed of

Obtainment

IRENERE

Immediate
ava:])

Medium Speed

PEFEE

Immediate
ava:])

Slow

II‘E
[===]
>

Scope of Evidence

HEEHE

Relatively Limited

HERSESTHE

Often Limited
FEBEIR

Relatively
Extensive

EXIT 2
In Principle
Complete

[RN_E5E%

Quality of Evidence

iEHRERE

Variable
SEARST

Very High
EES
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Summary
LSh 7
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Take-away Points 7=

- International e-commerce poses new and difficult challenges to protection of IPR

- EfREEFES SRR RS TR

- CJEU has quite effectively adapted the legal framework for copyright and trade marks to remain
functionable for e-commerce

- REBIABERABIHEE T E AR AEIELR, B FRESHKIEAT A

- Data protection in the EU is one of the most important fundamental rights that has implications on
almost all aspect of e-commerce, e.g. data processing, use of cookies and cross-border data transfers

- BREREUERIPEXE FES/VFFRELE (FIa0, HUEIE. cookieRIfER. IBIREUERER) mERH
HN—IIREEEARF]

- Crime carried out through e-commerce is difficult for law enforcement to investigate but use of OSINT,
voluntary collaboration, access through login credentials and international judicial cooperation provides
tools that can be used effectively

- FUATELUEEREE FESRiRkERICE, BERFIBRARER. BREEE. ERERNEUNE
frRlEZE P RHAENII TR
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