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AGENDA H3x

Key issues addressed by the EUIPO Study series; Drawing inspiration from

PART |- successful elements of previous studies; Identifying pervasive issues across
BACKGROUND previous studies.
SE_wgeN . dv= BANR VIR P RTHIRBER, NIERRFRDRE, BHIERRTE
b B IRAF LRI,
PART Il: STUDY New 2022 Study and the progressive development of key analytical tools
DEVELOPMENT (e.g., “Stackview”).
ZEB5Y: HF 2022 BIFFRMARATIR (0 "HIRE" ) WERTTR,
B ED I
Analysis of facts from different IPR infringement cases to
PART IlIl: CASE STUDIES demonstrate benefits and limits of each analytical tool.
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R ROIGR SRR BRI ES, TSR TENRS.
PART IV: RESULTS & o . . .
CHALLENGES Key findings and potential challenges in applying results of the Study.
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The EUIPO Studies On Online Business
Models Infringing IPRs

Infringing Intellectual Property Rights B S o 4R 2 A R I A T B B 5T

Phase 1
Establishing an overview of online business
models infringing intellectual property rights

Research on Online Business Models

EUIPO commissioned the first study on online business
models infringing IPRs in 2015.

20155, EREBFMRFNBELRTFTE T HE 1HINZENE IR
VAR,

Research on Online Business Models Infringing
Intellectual Property Rights - Phase 2

Suspected trade mark infringing e-shops utilising previously
used domain names

ILLEGAL IPTV IN THE EUROPEAN UNION

Since then, the approach of the following studies in the
series was sectoral in nature, focusing on a particular
trend in IPR infringement.

REARMNTI AR, REMRAFRENITHINERES.

RESEARCH ON ONLINE BUSINESS MODELS INFRINGING

INTELLECTUAL PROPERTY RIGHTS — PHASE 3
VENDOR ACCOUNTS ON THIRD PARTY TRADING | Now: in Phase 5, we revisit the methodogy for mapping the
PLATEORMS form of online businesses infringing IPRs, in view of

producing a cross-sectoral tool for understanding the
machinery of an IPR infringing business model.

O TELLEGTUAL PROPERTY RIGHTS - Prase 4 | SESHIFISSIENRIY T MAE@INA R A0sA sk, LUBIG
HETIWEARTER, (BHNENEWRINEITIH RIERE.
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Online Intellectual Property Rights Infringing Business Model:
Short Description of the Business Model

Reference: Identification of legal decision (if any)

Date of Decision: Date of Analysis Based on the 'Business Model Canvas' by Strategyzer.com

Business Model Summary: A B C D E E

Internet Site | Third Party | Social Media| Gaming E-mail, Mobile
Controlled | Marketplace or Blog or Virtual | Chatroom or Devices
by Infringer World Newsgroup

Short summary description of the business model with
focus on specific features or traits.

Online Digital
Flatform

Indication of whether the business model is to be 'F'RA";IH;H”Q

considered deceptive or non-deceptive.

Domain Name

or Digital
In the Matrix, the specific [dentifier Misuse

- digital platform and infringing of IPR

~ activity is indicated with a grey

: background.

B1 & D1 E1 F1

Physical or
2 ViruarProds B2 2 D2 E2 F2
Marketing

Digital Content

. A3 B3 c3 D3 E3 F3
Sharing

Account Access

PHASE 1: A MAP OF ONLINE 4 OrLocesto Ad B4 c4 D4 E4 Fa

Digital Content

INFRINGING BUSINESS MODELS S“f‘f‘f‘g
F1H: MEEFNEWRI(ER Prihing

Dissemination or
Fraud




PHASE 1: A MAP OF ONLINE
INFRINGING BUSINESS MODELS

BTH: MBRENEIENER

Not transversal; Difficult to read IEREAIFRIE; FiEHE
Excludes value proposition of BM A~ AR BVNMEEN
Excludes external forces/influences on BMs A~EZ{EFTF IR
VRIS R IR =

Deemed too elaborate to apply effectively IS F4HT, LB

EDEE
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PHASE 3: A “STACKVIEW?” OF
ILLEGAL IPTV

H3H: ERIPTVEET "l

+ Easy to read/follow + SiEE 458

+ Segmentation reveals a business “process” + ‘it
Mo, BRERIS HE"

+ Maps actors, activities, and relationships more

clearly + JFEMR, 1TAMRERAERE IS

n

Xt
IR

Figure 5. UNAUTHORISED IPTV DELIVERY

= KODI MEDIA PLAYER BROWSERS ANDROID
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PHASE 5 MAIN TASK: DESIGNING A SIMPLER METHODOLOGY FOR
MAPPING IPR INFRINGING BUSINESS MODELS

SESHIRERMES: RITEAEBRIAER, MENEWRIVHITHEIR

SIMPLE TO APPLY “ONLINE”IPR TRANSVERSALITY ACROSS
TEACHING TOOL INFRINGEMENT DIFFERENT TYPES OF IPR

" "MNZZ" KRN R INFRINGING BMS
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STUDY APPROACH TR 5L
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*Tool for mapping IBMs developed for use in trainings for law enforcement agents,
prosecutors and judges

FiElheE, FEARTANENEIAEREATE,

*The research team will employ simple, understandable concepts and vocabulary.

FH5S EIBA R {5 P el 2R S S RO B S FMiALC.

*The methodology and presentation needs to be simpler than IBM1.

Fi AR ZUN R 1 HAGA 5T sE /9 A

*Analysis based on information drawn from real cases (EUIPO/UNICRI/EUROJUST).

Eﬁzﬁﬁﬁ]*ﬁ’]ﬁ% HITH (ERFIR/BA S EXIRIEIC TN R)A A FTRR/ XN =D&

*Focus of study on organised and serious crime (infringing acts by individuals that
are not organised activities are outside the scope of the study).

HRER. BHALTE. & GFERUIITARRUTAREAHATSEREZA) .

*Research team will follow the scenarios reworked during the workshops to
continuously test the development of the methodology.

HREANS &R & EEMMREMNESR, XIWHRTERRTNIUE,
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“MAPPING”IPR INFRINGING BUSINESSES “HHAR" &R

Main Elements of a Business Model and 9 Blocks of the “Classic”’BM Canvas

AIMENERN "REFUARNER" I ME

Value Proposition {/MEE5K

Value proposition system: {fMEEIKPZR:
Who are the main customers for the products/services? What and how are customers’needs

addressed by the product/service?

Fm/RSHNEEEZFEE? /RS HESZFRIMLER, WTHEXLEER?

Customer Relationship X%

Channels Ei&

Customer segments Z 45
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KEY PARTNERS KEY ACTIVITIES

KEY RESOURCES

COST STRUCTURE
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VALUE CUSTOMER CUSTOMER
PROPOSITIONS RELATIONSHIPS SEGMENTS

CHANNELS AND
MARKETING

INVOLVED IPRs

REVENUE STREAMS

CLASSIC BUSINESS MODEL
CANVAS (2005)

Z23: \T%J'lUI‘E_EI_M (2005)

Created by Osterwalder (2005), the
“Classic’Business Model Canvas is a
strategic management template which
organises all value related elements for a
business activity.

FOsterwalder (2005) E2HAY“RHEFWIRE
nEMR" ERISEMNNMERERHITEEA
AR RIRIR ETRER.
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THE INDUSTRIAL VALUE CHAIN NN ES5E

physical/content stream

Production of the Whaolesaling

product/service product/service

|||l Center for International H | 52T
ll i d'éeonor::i:
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Retaling
product/service

Consumption from
final customer

13



EXAMPLE SUPPLY CHAIN INFILTRATION STRATEGY:
CASE ON ALCOHOL

N 552 E RIS B

Physical/ Content stream

Focal IBM organization Defendant 4 to 31 llegal final retail
egal final retailer
\ supplier Y MM (Defendant 1and 2) Defendant 3 producers and/or & Final
# I producer of the wholesaler of the Sl e
s ofraw : : venadors of t consumer
’, . mixture covered by mixture altered alcohol . .
materiali s TR Legal final retailer
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Revised Stackview v.2

{Z1ThitErRE (V.2)

r

- Provides representation of the
value chain (center)

EIMENR (BIFRFEP)

- Combines the BM Canvas and
Value Chain model
ZemlRzNERF
MERHRE

- Indicates “circularity”in the
modus operandi of criminal
activity (blue arrows)

WEREFEN "ER FR
(IEEEk)

DOWSTREAM SIDE UPSTREAM SIDE Tl / L3ism

Channeling down the goods/services Channeling up the gains/revenues [ NERER/IRSS, B EEERSE/MN

(Legal) Content Provider
aix) ABIRIHS

(Legal) Content Creator
aix) AEEHES

File suppliers
X{HRIES

Suppliers illegally
sharing access FIER(L
FAEEHZIRERR

Device Wholesaler(s) Software

RSHER AL

Labelling/Packaging/Removal of TPMs
IHT/ATE/ERTPM

Network Infrastructure (servers, hosting & DNS)
PSS (BRSS28. E#l. DNS)

Release Groups/Topsites/Dumpers (filesharing) %4 / K
2

Subscription
Wholesaler(s) iJ
FIIRSSitb AR

3. MARKETING & PROMOTION EH5HE

Social networks Closed circle of contacts

H3zmLE BARE

Own website Ad services optimisation
ol -
BEM &5 BBtk

E-commerce platforms

BEES

Search engine

Communities / P2P
#tX / P2P

4. FINAL DELIVERY & EXECUTION #&#I#hiT

Streaming Downloading Hyperlinking
RIS T iehEE

Customer Support

Set top box delivery
BRX%

NIRERERE

Other facilitation (information)

HtEFIRS (ER)

SOURCING
e

WHOLESAILING
172

RETAILING
SE

6. RESILIENCE & LAUNDERING R{n#liksE

RESILLIENCE RiR

False web identity FE{RMILZEH

P2P distribution P2P3%&

VPN

Anonymous domain name registration services E& Rl
Own hosting facilities BE2IRSSES

Software blocking proprietary marks on content @3 4IBIEHRES
EHIFC

MONEY LAUNDERING %%

Offshore bank accounts EER{THA
Facade business, false invoicing R828. EFE
=

Cross-border cash carrying EiSiEHME

5. GAINS COLLECTION 3XREX#ii@

Bank transfers {R{THEM¢

Community rankings / points
/ recognitions

HEHER /5N

Non-banking online payments /
digital wallets
ARSI/ 8 FH5E

Cash transfer services Hardware i

MEFEWERSS

Cash payments &% {5

Virtual currencies IS

Final customer BtoB BtoC &%z (B2B. B2C)

Flux of good/services BR/IRE R

l Flux of money/gain B&/WE7
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COMMON ISSUE: LACK OF UPSTREAM DATA/INFORMATION
HEER: RE LR/ (ER

'

Lack of data Physical stream

Unknown higher

Unknown supplier
level of the value

of the organisation

chain . R Final consumer
not identified in

Wholesaler?

case 12
Producer? S5

Money stream

|||||| Center for International H | OB
CCCCC I inteliectual Property Studies | CEIPI ‘ d oo

théorique
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BitTorrent.ro

Content Stream

5>

Lack of Data

Provider of content

Final

consumer

P/

A

Money stream fueled through laundering system




DOWSTREAM SIDE UPSTREAM SIDE T3i&M / 355

Channeling down the goods/services Channeling up the gains/revenues [6 NanXmma/iRSS, B EianEFE/ M

1. PRODUCTION & SOURCING &F=#15KW 6. RESILIENCE & LAUNDERING R{n#lliksk

(Legal) Content Provider (Legal) Content Creator
Bi) WEBHS (&) mEEES SOLQE%I NG S ot wab identity SERIESE
«  P2P distribution P2P53'’&
File suppliers {2875 « VPN
Anonymous domain name registration services E#& Rk
Own hosting facilities BZRSS38
Software blocking proprietary marks on content @3 I4IBIRABERITC

MONEY LAUNDERING %
Offshore bank accounts EE{R{THF
Facade business, false invoicing RE2AE. EALE

Device Wholesaler(s) ig&#b&r5
Subscription
Labelling/Packaging/Removal of TPMs $T15/$1&/ZETPM Wholesa;;%ﬂ'ﬁﬂ

N e;twm%ﬁk ! ?:;;stmcmre (servers, hosting & DNS) PSRN (B «  Cross-border cash carrying BISIESRS
Rel Groups/Topsites/Dumpers (filesharing) %7548 / M WHOLﬂEEé\ILING
3. MARKETING & PROMOTION E$§5if 5. GAINS COLLECTION 3XEXFUiid
Social networks #3ZRI4& Closed circle of contacts BB/RE Bank transfers SE{FHEM
OwEn;l&I;;ite A;l__ i:i;;s S:;tricmhi::gg:f Nom-bani i Community rankings / points /
= - FSIRGLl digital wallets SHES S/ recognitions HEHKE/RA/NA

Communities / P2P

E-commerce platforms BiFE&

#tx/P2P
Hardware f&{tk
Cash transfer services I &HEMIRSS
4. FINAL DELIVERY & EXECUTION &&#I#hiT RETAILING
. — SEW
%;‘agr%ng Downloading F& Hyperlinking 2§} Cash payments &%
Set top box delivery Customer Support
NRERESER BRXS
Virtual currencies 5T
Other facilitation (information)
HtEFIES (ER)
Final customer BtoB BtoC #Zi2zF (B2B. B2C)
Flux of good/services EfR/IRS R
Case 1: Bittorrent.ro ]| Gener Jar mesrnaiana [  Bureau
Z=5) 1. BitTorrent.ro =)/ | Intellectual Property Studies | CEIPI ‘ ":’,f:;‘:}::::
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RESULTS: GENERAL FINDINGS RSB LE

CROSS-BORDER DIMENSIONS OF MAJORITY
OF CASES ANALYSED

MAZHEHNERBEHRITT DM

Reinforces need to develop tools that can help justify more
comprehensive fact-finding investigations across EU
borders.

FEIBETEFA
H—PICIHER R SRR EEEERIN S

COMINGLING OF LEGAL AND ILLEGAL
ASPECTS OF AN INFRINGING BUSINESS

ENEIEEESIFRLZSRIEE

Across different modus operandi of IPR infringing
business models, models involving a mix of legal and
illegal intermediary services prove to be most effective in
creating convincingly deceptive businesses.
BENEUARIEAERE, EENEWEAFEA, 5
ESERL SR EENF ERZ B BRIk

it

CYBERCRIMES AND “CYBERWALLETS”
MBS "R

Cryptocurrencies (i.e., bitcoin) to evade identification
becoming prevalent to perpetrate online fraudulent
activities, leading to new forms of money laundering.

ML REZ(ERERMERT (TFRIELE™) |
HHILFBL AR,

PREPARING FOR THE FUTURE OF
INFRINGEMENT

BRBERBRUT BT ES

Use of deepfakes and Al in cybercrime will have a
widespread impact on many aspects of an online
infringing business model, which can create a new
subset of IPR crimes with identity theft.
RIEEIBTEXHRE NS A TR ERIE ARG MRS
WRIUE 28N, aeEEESBHnERETH

FTEAR - RICTESEE
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CHALLENGES ¥tk

Levels of Generality/Complexity EKigE/EE

If concepts in the tools/Stackview are too general, the tools lose some usability. If too complex, will

become difficult to understand and apply in practice.

R EPRUELSINRE TESUERARME; MRS TERNAFTIEESSPRN .

Transversality féi ) 4 R

Some physical elements of IPR infringing business models are very specific to the type
of infringement, and may be skipped entirely in online-only models.

ENEIARN TR EREEERYE, SMEENAIETETX.

Different Tools, Different Purposes ARIITEHE, ARMBIE

Three different visualization tools: value chains, business model canvasses and the
stackview. Can we further simplify these mapping exercises, depending on specific
investigative needs of the user?

=MEWATIR: MMER. BRNEAEERE., seaRERPRAEERRIEH

—E?

T

Adaptability ERMEE

Is our model flexible enough to anticipate changes to technology? If not, how do we
leave room for this without becoming too vague/general?

REREEBRE, BEBRENIATW? MAERNT TR/ BRER, TR
bR HH=S[|)?
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