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OBSERVATORY GOALS

to provide facts and evidence for use by policymakers in
the formulation of effective IP policies
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to create tools and resources to step up the fight
against IP infringement
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to raise awareness of IP and of the negative effects of
counterfeiting and piracy
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Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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TOOLS AND RESOURCES: SUPPORT TO ENFORCEMENT AUTHORITIES

I CEPOL/EUIPO trainings and webinars

Operation FAKE STAR

A Eurojust/Europol/OLAF pre-operations
Networking and capacity building

EU/ Regional Seminars

INTELLECTUAL (&~ jua e Gewo m e : :
PROPERTY FOR Intellectual Property for Customs Officials i ] . . o
CRIMINAL ) o L) Py i Virtual Training Centre

INVESTIGATION '
\ The Regulation and Application for Action Management

- o
. 3 O EMPACT —

The Intellectual Property Crime Invi Ig ation Handbook

- Q EU'DO
Handbook Content

Regulation (EU) 608/2013 - Part |

Anti-counterfeiting and anti-piracy technology
guide & tool (ACAPT Guide)

IP Enforcement Portal (IPEP)

The IP Enforcement
Portal (IPEP) supporting
Operation Fake Star

iion Intellectual Property Office (EUIPO)
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TOOLS: ANTI-COUNTERFEITING AND ANTI-PIRACY TECHNOLOGY GUIDE

R:EVIPO

Anti-Counterfeiting and . - .
ACAPT | An(:.Pu'aLyeTec;]r:oLlogyGuide Home Technology Search Technology Map Resources ¥ About

Anti-counterfeiting and anti-piracy
technology guide (ACAPT Guide)

Protect your brand and content with cutting-edge anti-counterfeiting and anti-piracy technology!
Beat counterfeiters and piracy and safeguard your IP assets.

Q ® o [ror

Technology search Guided search Browse the Read the ACAPT Guide
knowledge repository

Search the ACAPT Guide A number of questions Download the complete
using any word of your will guide you to perform Explore the categories, ACAPT Guide as an
choice with additional your search for subcategories, and interactive PDF for offline
filters. technologies. knowledge articles within reading.
n S earc h the ACAPT Guide. EUIPO
Funded by the Eu
Search » Guided search » Explore » Download PDF » —

Directed by the European Comm



®™[PKey | SOUTH-EAST ASIA
:(r(m‘}?!fﬁ?}!vgrg?%ﬂnﬂm gmmh and cooperation WWW. l p key. eU

TOOLS: ANTI-COUNTERFEITING AND ANTI-PIRACY TECHNOLOGY GUIDE

Objectives

- Build knowledge on IP enfofcement means by centralising and disseminating
otherwise disperse and difficult to understand information on anti-counterfeiting
and anti-piracy technologies ;arﬁ{g?f)ng IP_right holders, especially SMEs;

« Support enterprises in proté’gting theirintglectual property rights by enabling
them to find the right technology ?Q prOtecti%’e‘iiréﬂqﬁical and digital products.

https://euipo.europa.eu/anti-counterfeitinqgiagﬁﬁfanti-piracv-technoloqv-quide/

B R Eipo
European Union T —

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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TOOLS: ANTI-COUNTERFEITING AND ANTI-PIRACY TECHNOLOGY GUIDE

Search

R EVIPO  ACAPT

=

Suitable for

FILTERS Q. ik
Category
© Compae  Sortby: Mostrele
an be used for
8 o
8 UV-Sensitive Inks
sed 1

) Packaging B8 Thermochromic Inks

Technology Map

ACAPT Pt -

Technology Map

Electronic Technologies Marking Technologies Chemical & Physical Technologies

RFID Machine-Readable Codes

Security Holograms

Technologies for Digital Media

Inks

Mechanical Technologies

Labels

Funded by the European Union
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Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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The IP Enforcement Portal (IPEP): The Nexus between the
Private Sector and the Enforcement Community
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WHAT IS THE IP ENFORCEMENT PORTAL (IPEP)?

IP ENFORCEMENT portal

"y

— REPORT

EXCHANGE INFORMATION —
— DETENTIONS
X

WITH RIGHTS HOLDERS AND
OTHER ENFORCEMENT
AUTHORITIES

B ™. DESIGNew  Glie
R:EylRO |

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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WHAT IS THE IP ENFORCEMENT PORTAL (IPEP)?

The IP Enforcement Portal (IPEP) is a free of charge, secure platform enabling
real-time exchange of information between right holders and enforcement
authorities in the 23 languageghof the EU. Right holders enter product, IPR and
contact information to help efffdrcers distinguish fake from original goods.

P ENFORCEMENP

,q—~_—

Notification AFAs, Alerts

The IP Enforcement Portal is a legal tool: its use by
law enforcement authorities is founded on article 2(1) of

) - o Regulation EU 386/2012 establishing the mandate of the
- E ™ ey DESIGN v Gl e EU Observatory ®: EURO
Funded by the European Union

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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IPEP AS AN IPR ENFORCEMENT TOOL

How is IPEP useful to enforcers
¢
v' Search - multilinguistic search in different databases for product,
company, contact and réal’time IPR information
v' Contact rights hoIder‘&{hroﬁg h.the tool (suspicious cases)

v Send or receive alerts —from T ts“ﬁ&ders or other enforcement
authorities el

- R EVIPO
Funded by the E Inion STELLECTUAL PROPERTY OFFICE

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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IPR PORTFOLIO

The trade mark and design information is uploaded directly from TMview and Designview. The
information is refreshed nightly, so enforcers always know if there is a valid right they can enforce.
GI’s are uploaded from the database Glview.

Add IPR
Trade Mark Design Geographical Indication Patent Copyright Plant Variety Other IPRs
Reference Number Trade Mark Name
Owner Office |
Type of Right Holder Owner v

- Powered by:

Funded by the European Union

R EVIPO

TM™iew DESIGMN Gl
Directed by the European Cc n Union Intellectual Property Office (EUIPO)
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HOW CAN IPEP HELP CRIMINAL INVESTIGATORS?

Suspicious case notification
o —>
Alert notification
S _ ¢
5 Fan

Interesting case notification o
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Directed b
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- selected authorities

- all authorities

o ELE0
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MAIL NOTIFICATION

Wed 17/07/2019 15:13
|P Enforcement Portal notification: New Interesting Case
To [

IPENFORCEMENT

Dear IP Enforcement Portal User,

A new Interesting Case Alert has been recorded in the IP Enforcement Portal.

You may find the details via thiAccess via CCN network) or thiAccess via internet).

IP Enforcement Portal team.

Observatory

European Union Intellectual Property Office
Avda. de Europa 4, E-03008 Alicante, Spain
Tel: +34 96 513 9100

ipenforcementportal@euipo.europa.eu
www_euipo_europa.eu 2

Funded by the European Union Twitter: @EU_IPO

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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NEW DEVELOPMENTS

9:41

IPENFORCEMENT

IPEP Mobile App for enforcerg

v’ Secure and multiingual,
v' Text, logo and barcode searchy ' &= ¢ a = Foe |
v' Full synchronisation with IPEP de“:o Y ——
v’ Search, suspicious cases and alerts o

v" Display of related AFA numbers S——

| Genuine Logistics

Packages

- Goods Clearance Details

Funded by the European Union Companies Involved

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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EUIPO SUPPORT TO OPERATIONAL ACTIVITIES
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ENFORCEMENT SUPPORTING ACTIVITIES

E MPACT

E.uropean M. ultld‘iﬁlplmary P.latform A.gainst C.riminal T.hreats

EMPACT is an EU M\mb@'ﬁate@dﬁven instrument to
identify
prioritize
address

B Threats posed by organised and serious international crime * ==

EUIPO

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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OBSERVATORY SUPPORT TO EMPACT OPERATIONAL ACTIONS

‘om) EMPACT  European Multidisciplinary Platform Against Criminal Threats

OMTHE BASIS OF THE 2021 EU SERIOUS
AMD ORGANISED CRIME THREAT

ASSESSMENT, PRESENTED BY EUROPOL,
MEMEER STATES HAVE IDENTIFIED
10 CRIME PRIORITIES:

Priority 7: To target criminals orchestrating fraud,
economic and financial crimes, including ...
intellectual property crime, counterfeiting of goods
and currencies.. .;

15 yearly Operational Action Plans (OAPS)
including OAP 7.4: Intellectual property crime,
counterfeiting of goods and currencies

Funded by the European Union

Directed by the European Comr

The EU crime priorities for the cycle 2022-2025

PRIORITIES

Co-operation between the
relevant services of the Member
States, EU institutions and EU
agencies as well as third
countries and organisations,
including the private sector
where relevant.

High-risk criminal networks

Cyber-attacks

Trafficking in human beings
(all forms of exploitation, including sexual and labour exploitation as well as all forms of child trafficking)

T
Combating child sexual abuse & exploitation —
Migrant smuggling oA v
e
-Cannabis, cocaine and heroin (CCH)
Drug trafficking -Synthetic drugs and New Psychoactive Substances =
N FRONTEX
-Online fraud schemes = \{
R . o e rat {
Fraud, economic and Excise Eray _—== :‘_,-/)CEPOL
-

financial crimes -Intellectual property crime, counterfeiting of goods
and currencies

riminal finances, money laundering, asset recov

Organised property crime

Environmental crime

Firearms trafficking

Document fraud Horizontal issue

Q@,EMPACT

ACT? - EU Commissian - Public - Updated September 2022 Fighting crime together
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The EU policy cycle and the EMPACT

Priority: Fraud, economic and financial crimes

Sub-priority: Intellectual propgrty (IP) crime, counterfeiting
of goods and currencies :

The aim of this sub-priority is “to Bombat and’*disrupt criminal
networks and criminal individual eni‘ré@rengw %Q/V_ in IP crime
and in the production, sale or distribution (physical and online) of
counterfeit goods or currencies, with a spec?ﬁ‘?ﬁtus on goods
harmful to consumers’ health and safety, to the environment and

to the EU economy.”

Funded by the European Union

www.ipkey.eu

(@ EMPACT

- Fighting crime together

INTELLECTUAL PROPERTY
CRIME,COUNTERFEITING OF
GOODS AND CURRENCIES

Operational Action

ZEURTPOL R EQIES

(o“‘ E M PACT Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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OBSERVATORY SUPPORT TO EMPACT OPERATIONAL ACTIONS
= [eading EMPACT Actions (oA IP Crime e
Investigation Handbook & OA Knowledge i?{%{

building/sharing LE officials & mémbers of judiciary for TR
EU Funded Cooperation projects ) -

= Co-lead activities on tnalnlng and

share best practices (OA}I'amlng act&es@N

IP crime, counterfeiting goods & currenaes) T

34 b4 o i 9
: /|
oyt 1T #: g0 Gteror
Webrer - - p! < § )
- - :.-"’ 77 cRMNAL [
SieeroL smmarss Ml g INVESTIBATION r‘
- - 4 % -
J =

= Support other act|V|t|es (as part|CIpant)

Fun
(O‘ E M PAC T Directed by the European Commission, IP }




"[PKey | SOUTH-EAST ASIA
intllctual Property Enforcement Working Group NQ/\V/@W

Kyt vation, economic growth and cooperation

aul
OBSERVATORY SUPPORT TO EMPACT OPERATIONAL ACTIONS

FROM BASIC TO ENHANCED SUPPORT TO EMPACT OPERATIONS

Data analysis,
report drafting and

Financial and Contribution to Creation of
logistic events, workshops specific
support and guidelines ‘ modules on VTC

communication
support/campaigns

Contacts between
rights holders and

enforcers through
IPEP

Funded by th

(O‘ E M I AC T Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)



SOUTH-EAST ASIA

Key to innovation, economic growth and cooperation

ﬁw Results Operation FAKE STAR

Domestic production sites
Hungary, Portugal and
Spain

Separate entries
of semi-finished
products, labels
and packaging
materials were
detected o5

www.ipkey.eu

OPERATION FAKE STAR RESULT 2023

@_EMPACT

Origin of

counterfeited

o Source: Op FAKE STAR
China and Analysis report
Turkiye

R EVIPO _

NTELLECTUAL PROPE

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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JAD PIRATES — SMUGGLING OF COUNTERFEIT GOODS AT THE EXTERNAL BORDERS OF THE EU
&

FRONT=X

o EUROPEAN BORDER AND
) COAST GUARD AGENCY

OPERATION JAD PIRATES |

Tickiing the smuggling of counterfest goods OPERATION JAD PIRATES |

at the external borders of the EU A joint action against the smuggling of counterfeit goods at
the external borders of the EU

Analysis Report

Actors: EU and non
EU countries, Frontex

Led by Bulgariaand | Areas: Eastern EU land
coded by Portugal | borders and Maritime

EUIPO, Europol,
S5 Fronte: bt s Celbet. OLAF, the PSI
<> U U
waban [ ssofpooe
counterfeits seized in11 days of market value

i hosix@lsie

Hlegal migrants

Funded by the European Usion

(O‘ . E M PACT Directed by the European Commission, IP Key South-east Asia is im|
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The EU policy cycle and the EMPACT
@EMPACT

s - EMPACT 2023 RESULTS /27

Op. Renaissance

> COOPERATION WITH NON-EU
4 PARTNERS AND PRIVATE PARTIES

and dissemin,
documents

= 125 000 €) seized;
for 50 € and 100 € banknotes
h

(© _EMPACT INTELLECTUAL PROPERTY CRIME AND
W o o e COUNTERFEITING OF GOODS (IPCCGC) 0

2023 Results

Piracy Alfiance)
fighting onli

-‘07 OPERATIONAL HIGHLIGHTS FOR
Y21 PUBLIC VERSION (From Driver’s report)

Q? 1 096 arrests 5 Forged IDs and passports seized, together
with 6 kg ephedrine;
Operational achievements (operations, EMPACT action > 1illegal print shop dismantled

days and EMPACT Joint Action Days)
vultidise y cooperation at national and international leve
Op. Aphrodite V ms, border guards and police units)

EMPACT

> 254 million dcand | TS s corecs e e e ek
esults e ,
body care items; ement cases and currency cos g
_— > 8,5 million € counterfeit clothes, shoes, > 25 millon counterfeit coumetics, perfumes and body care
e e Rams s

Factsheets oy R > 2napectsanened S

> 2040 tons of fake or llegal pesticdess 5 e than 400 persos epored ol bt lc COOPERATION PRIVATE SECTOR

> 19 million € of toys packages; > 1406imwes

> 5 million € (face value) in counterfeit Op. Fake Star enforcement a

currency.

g wel-known beanchey
s by focusing on checks of wasehouses,

contet ohi ke <
- stores stooet markets, e = <)
I selzures SR8 Joint Cyber-patrolling activity

Wil ot ot s st sl Manitoring of Darkweb marketplaces, cpen intermet websites
> €200 000 cash 108 170700 € toeal vabue of counterfel goods semd offers related to distribution
1213 jodicil cases operd eoduction

1367 admiistatve cases opened
B Assets seized T

social media platforms, &

ials used for the

endors, suspected in
net, social media

Tasgeting infringements of inteSectual Property I rights at the
> 3million € cash; cxtenalbeeders (reluieng martime cres) of the 0
> Counterfeit products value of
205 million € 810 995 counterio goods seied:

©lectronic devices seed:

seid,

f goods seized

,@ Investigation initiated

t5cn and wle of counterfelt
x substandard medcnes and medical devers

> 1288 indwidusls chasged (296 arrests and 988 under
prosecution

2 criminal networks investigated:

64 million € worth of seinuses

nd labs disrrantled,

92 websites shut dowrs

> 1718 people reported to judicial
authorities;
> 1213 judicial cases opened.

No data reported in the category Tax Evasion!

s (dothes, shoes, phone cases

and other accessories) seined

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intell
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THANK YOU

() erPkey_EU

- R EVIPO

Funded by the European Union

Directed by the European Commission, IP Key South-east Asia is implemented by the European Union Intellectual Property Office (EUIPO)
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